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Abstract. Due to the flush development of academic research, a great deal of research papers have
been published in conference proceedings and journals. However, these articles need to be inspected
by some professionals in specific fields. It is the most important that the entire process of reviewing
must be kept fair. However, the privacy of reviewers is not preserved because that the reviewers
must sign their comments on the reviewed papers for some conference proceedings or journals. The
leakage of the reviewers’ identities will affect the fairness of paper reviewing. In addition, it is also
necessary for the authors to show their names to the editors of conference proceedings or journals
such that the inspection results may be unfair. Unfortunately, the solutions proposed in the literature
cannot cope with the problems on fairness well. Therefore, in order to eliminate the above drawbacks,
we formally analyze the paper review procedure to solicit the possible reasons that bring about these
unfair results. Furthermore, we will present a generic idea which is independent of the underlying
cryptographic components to achieve the fairness property and other key requirements in a paper
review system. Finally, the security of the proposed scheme is also formally proved.
Keywords. Anonymous paper submission, Anonymous paper review, Blind signatures, Universal
designated-verifier signatures (UDVS), Anonymous channels, Information security, Cryptography

1 Introduction
There are lots of papers in different kinds of research topics to be published in conference
proceedings and journals every year. Authors attempt to submit their papers to the conferences and journals whose topics match the contents of their papers. A traditional physical
“paper review system” contains three types of participants, i.e., authors, an editor of a conference proceedings or journal, and a group of reviewers and it operates according to the
following procedures and assumptions:
1. The editor of a conference proceedings or journal announces a publication schedule
and information such as the topics of the conference or the journal, the deadline for
paper submission, the date for notification of acceptance, the format of a submitted
paper, and so on.
∗ A partial result of this research was presented in the International Conference on Availability, Reliability and
Security (ARES), March 16-19, 2009, Fukuoka, Japan.
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2. The authors of a paper submit their paper with their names to the conference or journal.
3. When the editor receives the paper, she/he starts to check whether the paper matches
the topics or not. After the due date of submission, the paper will be processed into
the next stage if it passed the above verification. Otherwise, the authors will be notified that their paper is not matched.
4. A group of reviewers will help the editor to review papers. Nowadays this group
is composed of the researchers and professors in the same or similar research fields.
The editor allocates some reviewers and invites them to review the paper. But the
editor may hide the names of the authors while allocating the paper.
5. The selected reviewers reply the invitation of the editor and receive the paper if they
are willing to review it. Therefore, a lot of research people in the same research society
inspect their papers one another, which is called peer reviewing.
6. The reviewers send their comments and results of the inspection back to the editor.
7. Finally, the editor collects all comments of the reviewers, makes judgement, and then
notifies the authors whether the paper is accepted or not.
Thus, we can divide the paper review procedure into three phases: (1) paper submission,
(2) paper allocation and review, and (3) result decision.
There are some drawbacks that we have found in the traditional paper review system as
follows: (For simplicity, we assume that there is only one author of a paper.)
1. Incomplete Fairness: According to the steps described above, the editor can know
who the author of a paper is. The final result may be influenced by the personal
attributes of the author such as the author’s institution or name. For example, in
the paper allocation phase, the editor may assign a paper which was written by his
friends or a famed researcher to the reviewers who review the paper loosely. Thus,
the paper may be accepted by the editor more easily.
2. Insufficient Privacy Protection:
2.1 Assume that a paper was not accepted by the editor. The rejected paper may be

re-submitted to another conference or journal by the author. However, the editor
has known who the author of the paper is and she/he may reveal it to someone
else. Hence, the reviewers of the next conference or journal may have the name
of the author of the paper before reviewing it.
2.2 The editor knows the relationship between the reviewers and their comments on
a paper. She/He is able to convince the author that someone has reviewed the
paper.
It would be unnecessary to let the editor know everything. If the editor knows information
about authors, then she/he may submit their paper to the reviewers that are good friends
of the editor and asks them to give positive/negative comments at the editor’s will. For
example, as shown in [13], they proposed the Anonymous Reviewing idea and it can be
applied on the paper review system to avoid the editor obtaining the authors’ information.
A common known truth is that some researchers, especially those who are at the beginning of their career may disincline to write negative review comments as it could hamper
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future promotions. Thus, it may cause the situation that the comments of the reviewers
are not fair to the authors. In order to solve this problem, we believe that it is required to
keep the reviewers anonymous such that the editor does not have obtain any evidence to
convince anyone else of the fact of reviewing.
In [4], it shows that the reviewers’ recommendations are frequently biased. Hence, we
also come up with Anonymous Submission which makes it possible for the authors to anonymously submit their papers to the editor. In this manuscript, we will present an anonymous
paper submission and review scheme with both anonymity of the authors and the reviewers, respectively.

2 Related Works
Vincent Naessens, Liesje Demuynck, and Bart De Decker presented a fair anonymous submission and review system in [13]. Anonymous credentials were used as basic primitives.
They claimed that anonymous credentials allow for anonymous yet accountable transactions between users and organizations. In [13], the authors presented a simplified version
of the Idemix anonymous credential system in [5], [10]. The Idemix anonymous credential system uses a pseudonym to protect a user’s anonymity and the user must generate a
zero-knowledge proof to convince the service providers that she/he is the real one.
The scheme of [13] presented a framework about an anonymous paper review system and
[13] also showed that anonymous reviewing and anonymous submission can improve the
fairness of paper review. However, it allows each attendant to use a pseudonym to keep
anonymous in the protocol. It would not be a good idea to achieve the anonymity property
since the author of each paper needs to register a pseudonym with an organization. The
registration may break the anonymity of the author if the organization is not trusted. In
addition, the editor in the protocol may store allocation record of each paper in the paper
review phase such that she/he can convince others of the reviewers’ identities of the paper.
The scheme contains lots of functions such that its structure is relatively complicated and
it may be impractical for implementation.
Recently, Esma Aı̈meur, Gilles Brassard, Sébastien Gambs, and David Schönfeld presented
a privacy-preserving peer review system in [3]. They designed a distributed conference review system based on group signatures, which can preserve the privacy of all participants
involved in the peer review process. It needs two trusted servers (group managers) for the
authors and the reviewers, respectively, to preserve the privacy of the two parties. Moreover, it introduces a trusted website for handling the peer review process. The privacy of
all participants can be protected under the strong assumptions, however, it will also be
impractical for real implementation.

3 Preliminaries
3.1 Partially Blind Signatures
Our anonymous paper review scheme adopts the functions of a partially blind signature
scheme. In this subsection we will define a generic partially blind signature scheme. In
the scenario of issuing a partially blind signature, the signer and a user are assumed to
agree on a piece of common information, denoted as info. In some applications, info may be
decided by the signer, while in some other applications it may just be sent from the user to

T RANSACTIONS

ON

D ATA P RIVACY 7 (2014)

286

Chun-I Fan, Ming-Te Chen, Yu-Kuang Liang, Long-Sian Chen

the signer. Here we discuss the first case that info is decided by the singer only. Normally, a
generic partially blind signature protocol [1], [2], [7], [8], [9] contains four phases: blinding,
signing, unblinding, and verifying, which are described below.
1. Blinding: A user blinds a message and sends the blinded message to the signer to
request a signature on it.
2. Signing: After receiving the blinded message, the signer signs the blinded message
and the common information info by using its signing function and sends it back. The
signing result is called the partially blind signature since the message is unknown to
the signer but the common information info is clear to the signer.
3. Unblinding: The user unblinds the partially blind signature and then gets a signature
of the signer on the combination of the original message and the common information
info.
4. Verifying: Finally, the user or others can verify the signature by using a verification
formula with the parameters containing the signature, the message, and the common
information info.
Now we introduce the functions that used in a generic partially blind signature scheme.
Let M be the underlying set of messages, R be a finite set of random strings, W be a finite
set of strings with the predefined format which is negotiated by the signer and all users
in advance. There are five elements (B, S, H, U, V ) in a generic partially blind signature
scheme. They are defined as follows:
1. H: M → M is a public one-way hash function.
2. S: M × W → M k is the signing function which is kept secret by the signer where k
is a positive integer. Given a message m ∈ M and a common information w ∈ W ,
it is computationally infeasible to form S(H(m), w) or modify m and w embedded
in S(H(m), w) without signing function S, where S(H(m), w) is called the signer’s
signature on message m and the common information w.
3. V : M k × M × W → {True, False} is the public verification formula. V (t, H(m), w) =
True if and only if t is the signature of the signer on m with the common information
w. Therefore, V (S(H(m), w), H(m), w) is always true for each m ∈ M and w ∈ W .
4. B: M × R → M is the blinding function. Select a random string r ∈ R, which
is prepared to be a blinding factor and kept secret by some user. The user takes r
to form the blinded message B(H(m), r). None can decide H(m) from the blinded
message without the blinding factor r.
5. U : M k × R → M k is the unblinding function. For each m ∈ M , r ∈ R, and w ∈ W ,
U can be used to shuck the blinding factor to get the signature on the clear message
m and w, i.e., U (S(B(H(m), r), w), r) = S(H(m), w). It is also impossible to decide
S(H(m), w) from S(B(H(m), r), w) without r.

3.2 Universal Designated-Verifier Signatures (UDVS)
In addition to a generic partially blind signature scheme, we use another technique called
Universal Designated-Verifier Signatures (UDVS) [16], [17]. A UDVS scheme is a digital
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signature scheme with an additional functionality which allows any holder of a signature
to assign the signature to any desired designated-verifier such that the designated-verifier
can verify that the message was signed actually by the signer but the verifier cannot use
this signature to convince anyone else of this fact. This is because that the verifier’s secret
key allows her/him to forge the same signature without the signer’s cooperation. Hence,
UDVS protects the privacy of signature holders against signature dissemination of verifiers. A UDVS scheme is made up by eight algorithms and all of these algorithms may
be randomized. The functions of a UDVS scheme and the security notions are defined as
follows.
1. Common Parameter Generation GC: On inputting a security parameter k, it outputs
a string cp that consists of common scheme parameters.
2. Signer Key Generation GKS: On inputting a common parameter string cp, it outputs
a key pair (SKRi , P KRi ) for a signer Ri , where i = 1, ..., n.
3. Verifier Key Generation GKV : On inputting a common parameter string cp, it outputs a key pair (SKVj , P KVj ) for a verifier Vj , where j = 1, ..., n .
4. Signing S: On inputting a secret key SKRi and a message m, it outputs a publiclyverifiable (P V ) signature σ of the signer Ri .
5. Public Verification V : On inputting a signer’s public key P KRi and a string pair
(m, σ) consisting of the message and corresponding signature, it outputs a verification result d ∈ {True, False}.
6. Designation DV : On inputting a signer’s public key P KRi , a verifier’s public key
P KVj , and a message/P V -signature pair (m, σ), it outputs a designated-verifier (DV
for short) signature σ̂.
7. Designated Verification V DV : On inputting a signer’s public key P KRi , a verifier’s
secret key SKVj , and a message/DV -signature pair (m, σ̂), it outputs a verification
result d ∈ {True, False}.
8. Verifier Key-Registration PKR : A Verifier (V ER) wishes to register a verifier’s public key with a Key Registration Authority (KRA). On inputting a common string
cp, V ER and KRA send messages alternately to each other. Then KRA outputs a
(P KVj , Auth) pair where P KVj is the verifier’s public key and Auth is an authorization decision of the key-registration authority.
There are two major properties in UDVS, where one is unforgeability and the other is
non-transferability privacy.
1. Unforgebility: A UDVS scheme consists of two types of unforgeability properties.
The first one is P V -Unforgeability where the definition of the property is the same as
the typical unforgeability notion under CMA (Chosen-Message Attack) for the standard signature scheme which consists of GC, GKS, S and V . The second one is
DV -Unforgeability which makes it difficult for an attacker to forge a DV -signature
σ ′ on a new message m′ that can pass the V DV -verification with a given designatedverifier’s public key P KVj .
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2. Non-Transferability Privacy: The goal of this property for a UDVS scheme is to protect the actual signer’s privacy. It prevents a designated-verifier from using the DV signature on a message m to convince someone that the signature on message m is
signed by the actual signer.

3.3 The Requirements
We may encounter some problems when designing an anonymous paper submission and
review system in the following.
1. When the authors and the reviewers in the same group are anonymous to the editor,
an author may be a reviewer of her/his own paper. It will be unfair in the reviewing
process.
2. An author may ask a reviewer to give positive comments on her/his paper.
3. When an author submits her/his paper anonymously, an attacker may impersonate
her/him to be the author.
4. The editor may reveal the identities of reviewers to the authors.
5. Reviewer’s comments may be forged by an attacker. The attacker can modify the
comments about a paper arbitrarily if she/he can forge a comment signed by a reviewer.
In order to construct a secure anonymous paper submission and review system, we collect
the following security requirements.
1. Anonymity: The anonymity property is quite important in the paper submission and
review system. It is strongly related to the fairness property and can be divided into
several parts as follows:
• Author→Editor : The author needs to blind her/his name when she/he submits
her/his paper to the editor. The editor does not know who the author of the
paper is such that she/he will allocate it to reviewers more fairly.
• Author→Reviewer: The author also should cover her/his name in her/his paper. If her/his identity was known by the reviewers, the reviewers’ comments
may be influenced.
• Reviewer→Author: While a reviewer’s identity is not disclosed, she/he can inspect the paper more fairly. She/He will not be asked to give positive or negative
comments by coercers, bribers, or the authors.
2. Uniqueness: None can claim that she/he is the author of a paper except that she/he
is the actual one.
3. Comment Unforgeability: The comments can only be written by the reviewers, i.e.,
the comments cannot be forged.
4. Honesty: When a user submits her/his paper, she/he cannot be a reviewer of her/his
own paper.
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4 The Proposed Anonymous Paper Submission and Review
Scheme
We make use of the generic partially blind signature scheme, an anonymous secure channel [6], [12], and a universal designated-verifier signature scheme [16], [17] to design the
anonymous paper submission and review protocol. There are four parties in the protocol:
a time-stamp server, authors, an editor, and a group of reviewers where the authors get
times-tampped signatures from the time-stamp server and submit their papers to the editor and the reviewers to examine the quality of the papers. The editor decides whether the
paper is accepted according to the responses and comments of the reviewers.
In order to make the protocol more simple, we assume that there is only one author for
each paper. Our protocol is also suitable for the situation that there are several authors
of a paper. In the following, we give the notation’s definition and the description of our
protocol.

4.1 Notations
• m: the paper that an author attempts to submit, where it contains no identification
information of the author
• IDi : the identity of author i
• M : the message space
• P KT S : the public key of the timestamp server
• SKT S : the secret key of the timestamp server
• H(·): a one-way hash function
• STSK (·): the signing function of the timestamp server based on a generic partially
blind signature with the key SK
• V TP K (·): the verifying function of the timestamp server based on the generic partially blind signature with the key P K.
• BT (·): the blinding function of the timestamp server
• UT (·): the unblinding function of the timestamp server
• P KE : the public key of the editor
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• SKE : the private key of the editor
• EP K (·): an encrypting function with the key P K
• DSK (·): a decrypting function with the key SK
• SSK (·): a signing function with the key SK
• VP K (·): a signature verifying function with the key P K
• P KRi : the public key of the i-th reviewer
• SKRi : the secret key of the i-th reviewer
• V DVSK (·): the designated-verifier-signature (called DV -signature) verifying function with the private key SK in a UDVS scheme
• DVP K (·): the designating function with the public key P K of the designated-verifier
in the UDVS scheme
• Am : the abstract of a paper m without containing any identification information of
the author
• Ci : the decision of reviewer i for inspecting a paper, where Ci ∈ {Yes, No}
• T ime: the string of time created by the time-stamp server
• Commentj : the comment that reviewer j sends to the editor
• Candidate pool: the reviewers whose decision for inspecting a paper is Yes
In the following, our protocol consists of four phases: preparing, submitting papers, dispatching papers, inspecting, and declaring the result which are described in the followings.

4.2 Preparing Phase
In the preparing phase, there are five steps shown as follows.
1. An author IDi chooses a random string r as a blinding factor.
2. Let m be an author’s paper. She/He uses the blinding factor r to compute the blinded
message α = BT (H(mkIDi ), r) and sends α to the time-stamp server.
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3. Then the time-stamp server sets the string of current time T ime according to its clock.
It signs α and T ime with the private key SKT S by computing Z = STSKT S (α, T ime).
4. The time-stamp server forwards Z and T ime to the author.
5. The author uses her/his blinding factor r and UT to unblind Z and then obtains S =
UT (Z, r). The 4-tuple (S, m, IDi , T ime) will satisfy V TP KT S (S, H(m||IDi ), T ime) =
True. Thus, the author obtains a paper credential Sig = (S, m, IDi , T ime)

4.3 Submitting Papers
This phase is shown in the following.
1. The author encrypts her/his own paper m which does not contain any identity of the
author and sends EP KE (m) to the editor via an anonymous channel.
2. After receiving the encrypted paper EP KE (m), the editor decrypts it with her/his
private key SKE to get m. By the way, the editor does not know who the real author
of m is.

4.4 Dispatching Papers
When the editor received the paper m, she/he has to select some reviewers to inspect it.
But it is an important issue that how the editor chooses them. We hope to prevent the
reviewers from being bullied by the author. The followings are our dispatching steps.
1. First, the editor signs the abstract Am of the paper m with the private key to generate
SigAm = SSKE (H(Am )).
2. Then she/he encrypts Am and SigAm with the public key of each reviewer i by computing ENAm ,Ri = EP KRi (Am , SigAm ).
3. She/He sends ENAm ,Ri to each reviewer i and asks her/him to return the decision
about inspecting this paper.
4. Reviewer i decrypts ENAm ,Ri and reads the abstract Am of the paper. She/He can
also check the correctness of SigAm via VP KE .
5. Reviewer i sets the decision Ci which may be Yes or No. Note that the author should
set her/his decision as Yes if she/he also is a reviewer. If the author does not do so,
it will be detected when the paper is accepted.
6. Reviewer i signs Ci and Am to generate a P V -signature βi = SSKRi (H(Am ||Ci )).
7. Finally, reviewer i designates the editor as the designated-verifier by computing β̂i =
DVP KE (P KRi , βi , Am ||Ci ). She/He sets δi = (βˆi , (Am , Ci )) subsequently and sends
it to the editor.
8. The editor verifies δi by using the DV -signature verifying function V DV with the
P KRi and SKE and then checks the decision of the reviewer. If the decision of the
reviewer is Yes, the editor will add the reviewer to a candidate pool.
9. After all reviewers finishing step 3 to step 7, the editor chooses some reviewers in the
candidate pool and go to next phase.
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4.5 Inspecting and Declaring the Result
In this phase, the editor will decide whether the paper can be accepted or not according
to the comments of the selected reviewers. The identities of the reviewers inspecting the
paper cannot be known by anyone else. We make use of a UDVS scheme to achieve this
goal.
1. The editor sends the ciphertext ENm,Rj = EP KRj (m, Sigm ) to each selected reviewer
j, where Sigm is the signature of m signed by the editor.
2. Each selected reviewer j decrypts ENm,Rj to get m and checks whether Sigm is valid
or not by VP KE . She/He writes down her/his comment Commentj and signs on it
with m, i.e., each selected reviewer j computes γj = SSKRj (H(m||Commentj )).
3. Each selected reviewer j generates her/his DV -signatures γˆj = DVP KE (P KRj , γj , m||
Commentj ) and assigns the editor to be the designated-verifier. Then she/he sends
back εj = (γˆj , (m, Commentj )) to the editor.
4. The editor verifies each εj via V DV with the P KRj and SKE .
5. After all selected reviewers has sent back their own εj ’s, the editor can decide whether
the paper m can be accepted according to the comments of the reviewers or not.
6. The result of inspecting paper m will be published by the editor. The author of the
paper m must show her/his paper credential Sig which has been obtained in the first
phase to convince the editor that she/he is the actual author of the paper m when the
paper m is accepted.

5 Security
To demonstrate the security of our proposed anonymous paper submission and review
scheme, we first show the security model and definitions and than give formal security
proofs of our proposed scheme.

5.1 Security Model and Definitions
In this section, we formalize the security analysis of truly anonymous paper submission
and review scheme (TAPSRS for short). First we define the partially blindness and the unforgeable properties of a general partially blind signature (Γ = (B, S, H, U, V )) as defined
above in subsection 3.1. In the following, we define the game of “Partial Blindness” (PB for
short).
Definition 1. The game for the Partially Blindness
Let S ∗ be the attacker engaging with two honesty users U0 and U1 in the following game.
1. Setup.
(a) The simulator C runs the key generation algorithm to generate the singer’s key
pair (pk, sk).
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(b) Then the simulator C gives the pk to the attacker S ∗ and S ∗ outputs two challenge plaintexts and common information (m0 , m1 , inf ou0 , inf ou1 ).
(c) We setup the input tapes of U0 and U1 as follows:
i. Select a coin flip b ∈ {0, 1} and take mb , m1−b on their private input tapes of
U0 and U1 .
ii. Then put the inf ob and inf o1−b on the public input tape of U0 and U1 with
pk.
2. Signing query.
(a) S ∗ engages the signature protocol with two users U0 and U1 .
(b) If U0 and U1 outputs (inf o0 , m0 , sigb ), (inf o1 , m1 , sig1−b ), on their private output
tapes and inf o0 = inf o1 holds, then give those outputs to S ∗ .
3. Output. S ∗ outputs b′ ∈ {0, 1}.
We define that the advantage of adversary S ∗ that wins in the game is AdvΓP B (S ∗ ) =
|P r[b = b′ ] − 12 | ≥ ǫ.
Definition 2. Partial Blindness
A general signature scheme is partial blind (P B for short) if no polynomial adversary S ∗
with time t has the advantage AdvΓP B (S ∗ ) ≥ ǫ after performing the game of Definition 1.
Definition 3. The game for Unforgeability
We define the game of “Unforgeability” (U nf for short) of a partial blind signature scheme.
Let U ∗ be the attacker and an honesty signer S and they engage the following game.
1. Setup. (pk, sk) was generated by the key generation algorithm and pk was given to
the attacker U ∗ and sk is given to the signer S. By the way, U ∗ can make the following
training.
2. Hash query. The attacker U ∗ can make the hash query with the message m. When
receiving this query, the simulator returns the hash value of m to U ∗ .
3. Signing Query.
(a) During the run of the signing protocol with the signer S, U ∗ can obtain the common information inf o from the singer S. Then U ∗ can make the signing query
to S.
(b) For each inf o, we define linf o to be the number of execution times of the signing
protocol, where S outputs the valid signature with given inf o (For inf o that has
never appeared on the input tape of S, we define it as linf o = 0.).
4. Output. U ∗ wins the game if U ∗ outputs the common information inf o and linf o + 1
signatures (m1 , σ1 ), . . . , (mlinf o +1 , σlinf o +1 ).
Let E1 be the above event that U ∗ outputs linf o + 1 signatures after performing the linf o
times query in the above game. We define the advantage of the adversary U ∗ that wins the
game is AdvΓUnf (U ∗ ) = P r[E1 ] ≥ ǫ.
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Definition 4. Unforgeability
A general signature scheme is unforgeable if no polynomial adversary U ∗ with time t has
the advantage AdvΓUnf (U ∗ ) ≥ ǫ after performing the game of Definition 3.
Definition 5. A Secure Partially Blind Signature
A signature protocol Γ = (B, S, H, U, V ) is a secure partially blind signature if the following
properties are satisfied:
(1) Partially Blindness: The advantage of S ∗ that wins the game of Definition 1 is negligible.
(2) Unforgeability: The advantage of U ∗ that wins the game of Definition 3 is also negligible.
Then we can claim that Γ is a secure partially blind signature scheme.
In the followings, we define two properties of universal designated verifier signature
scheme as mentioned in the Section 3.2.
Definition 6. The game for DV-Unfogeability
We define the DV-Unforgeability of a general universal designated signature scheme Φ =
(GC, GKS, GKV, S, V, CDV, V DV, PKR ) as mentioned above in Section 3.1. We consider
the following game. Let Φ = (GC, GKS, GKV, S, V, CDV, V DV, PKR ) be a UDVS scheme
and let A be the forger that she/he attacks the unforgeability of Φ. The DV-unforgeability
is defined as follows:
1. Attacker Input: Let signer and verifier’s public key (pk1 , pk3 ), where (pk1 , sk1 ) ←−
GKS(cp), (pk3 , sk3 ) ←− GKS(cp) and cp = GC(k).
2. Attacker Resources: Run-time plus program-length at most t, Oracle access to signer’s
singing oracle S(sk1 , .) (qs queries), and, if scheme Φ makes use of n random oracles
RO1 , ..., ROn allow qROi queries to the ith oracle ROi for i = 1, ..., n. We write attacker’s Resources Parameters(RPs) as RP = (t, qs , qRO1 , ..., qROn ).
3. Attacker Goal: Output a forgery message/DV-signature pair(m∗ , σ̂ ∗ ) such that
(a) The forgery is valid, i.e. V DV (pk1 , pk3 , m∗ , σ̂ ∗ ) = Acc.
(b) Message m∗ is ‘new’, i.e. has not been queried by the attacker to S.
We say that Φ scheme is unforgeable in the sense of DV-unforgeability if, for any efficiently
DV −unf
adversary A, the probability AdvA,φ
that A succeeds in achieving above goal is at most
ǫ, i.e. AdvφDV −unf (A) ≤ ǫ.
Definition 7. The game for PR-Privacy
We define the PR-Privacy of a general universal designated signature scheme Φ = (GC, GK
S, GKV, S, V, CDV, V DV, PKR ) as mentioned above in Section 3.1. We consider the following game. Let Φ = (GC, GKS, GKV, S, V, CDV, V DV, PKR ) be a UDVS scheme and let
c1 denote a forgery strategy. The
(A1 , A2 ) denote an attackers against the privacy of Φ. Let A
privacy notion PR is defined as follows:
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1. Attacker Input: Signer public key pk1 , where (pk1 , sk1 ) = GKS(cp), and cp = GC(k).
c1 also accepts the program for A1 as input.
Note that A
c1 ): Run time (t1 , tb1 ) and access to signing oracle S(sk1 , .) (up to
2. Resources for (A1 , A
(qs , qbs ) queried messages different from m∗ ), access to key-reg. protocol with the
KRA (up to (qk , qbk ) interactions), access to A2 oracle (up to (qc , qbc ) messages). In the
stage 2, A1 also has access to designation oracle CDV(pk1 , ., m∗ , σ ∗ ) (up to qd queried
keys successfully registered with KRA), where σ ∗ = S(sk1 , m∗ ) is a signer’s signature
c1 can not
on the challenge message m∗ output by A1 at end of stage 1. Note that A
make any designation queries.
3. Resources for A2 : Run-time t2 .
c1 , A2 ) denote the probabilities that A2 outputs
4. Attacker Goal: Let P (A1 , A2 ) and P(A
c1 (game no), respectively. The goal of
yes when interacting with A1 (game yes) and A
def

(A1 , A2 ) is to achieve a non-negligible convincing measure Adv PcR−P rivacy (A1 , A2 ) =
A1 ,Φ

c1 , A2 )|.
|P (A1 , A2 ) − P (A
Definition 8. A secure universal designated verifier signature scheme
A signature protocol Φ = (GC, GKS, GKV, S, V, CDV, V DV, PKR ) is a secure universal
designated verifier signature scheme if the following properties are satisfied:
(1) DV-unforgeability: The advantage of A that wins the game of Definition 8 is negligible.
c1 that wins the game of Definition 9 is also negligible.
(2) PR-Privacy: The advantage of A
Then we can claim that Φ is a secure universal designated verifier signature scheme.
In the followings, we define three properties of truly anonymous paper submission and
review system (TAPSRS for short) as mentioned in the Section 4.
Definition 9. The game for Unique
Let B be the attacker and she/he plays with the simulator S in the following game.
1. Setup. (pk, sk) was generated by the key generation algorithm of our proposed
scheme and pk was given to the attacker B and sk is given to the signer S. Attacker
B can make the following training.
2. Hash query. The attacker B can make the hash query with the message m. When
receiving this query, the simulator returns the hash value of m to B.
3. Signing query.
(a) During the run of the signing protocol with signer B, B can obtain the timestamp information timei from the time-stamped server with the help of the
singer S, where she/he was given the signing function S in the Γ = (B, H, U, V, S)
and i = 1, ..., qt . Then B can engage the signing protocol with S.
(b) For each time-stamp timei , let ltimei be the number of execution times of the
signing protocol, where S outputs the valid signature with given timei (For each
timei that has never appeared on the input tape of S and this timei is the earliest
one of S, we define it as the ltimei = 0). Here, we assume that ltimei = 0.
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4. Output. We claim that B wins the game if B outputs time∗ < timei and ltime∗ + 1
signatures (m1 , σ1 ), . . . , (mltime∗ +1 , σltime∗ +1 ).
Let E2 be the event that the adversary B outputs the ltime∗ +1 signatures and time∗ < timei
after performing ltime∗ times query in the game, where i = 1, . . . , qt . We define the advantage of the adversary B that wins the game is AdvTUni
AP SRS (B) = P r[E2 ] ≥ ǫ. From the above
game, we can discover that only the real author can show the exactly time timei proof and
related signature on her/his submitted papers and the attacker can not forge a early time
time∗ signature to claim that she/he is the real author with the non-negligible advantage ǫ
in the polynomial time t, where time∗ ≤ timei and i = 1, . . . , qt .
Definition 10. Unique
Our proposed scheme (TAPSRS) is unique (U ni for short) on each author’s submitted papers if no polynomial adversary B with time t has the advantage AdvTUni
AP SRS (B) ≥ ǫ after
performing the game of Definition 9.
Definition 11. The game for Comment Unforgeability
Let C be the attacker and she/he plays with the simulator S in the following game of the
Inspecting and Declaring phase of our scheme.
1. Setup. (pkE , skE ) and (pkRi , skRi ) were generated by the key generation algorithm of
our proposed scheme for editor E and each reviewer i, where 1 ≤ i ≤ n. (pkE , pkRi )
were given to the attacker C and skRi and skE are given to the P V signature oracle
and V DV oracle, respectively. Attacker C can make the following training.
2. Hash query. The attacker C can make the hash query with the abstract of the paper
Am . When receiving this query, the simulator returns the hash value of Am to C.
3. PV signature query. When the attacker C makes the PV-signature query on the message m, the simulator checks if it exists in the PV-signature list Lpv . If not, the simulator computes the PV signature Sigm and stores (Sigm, m) into the list LP V . Then it
returns Sigm back to C.
4. DV signature query. When C makes the DV-signature query on the j-th message
and PV-signature pair (m||Commenti , γi ) with the reviewer i’s public key pkRi ∈
{pkR1 , . . . , pkRn }, the simulator checks if there exists a DV-signature εi in the DVsignature list Ldv . If not, the simulator generates the reviewer i’s DV-signature εi .
Then it keeps (εi , m||Commenti , γi ) into the list Ldv and returns εi back to C.
5. VDV verification query. When C makes the DV-signature verification query on the
j-th DV-signature (εi , m||Commenti , Sigm ), A forwards it to V DV oracle and returns
the verification result d ∈ {Acc, Rej} to C.
6. Secret key query. When C queries the secret key of the public key pkRi , where pkRi ∈
{pkR1 , . . . , pkRn }, the simulator returns the secret key skRi back to C.
We say the C wins the above game if C outputs a forged signature (m∗ , Comment∗ , ε∗ )
with the public key pk ∗ and Comment∗ after making above all queries such that:
1. V DV (pk ∗ , skE , ε∗ , m∗ , Comment∗ ) = Acc.
2. m∗ has never asked the PV-signature oracle before.
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3. (m∗ ||Comment∗ ) has never asked the DV-signature oracle before.
4. pk ∗ has never submitted as one of the Secret key query before.
We define that the advantage of C wins the above game is
AdvTComment−Unf
(C) ≥ ǫ.
AP SRS

Definition 12. Comment Unforgeability
Our proposed scheme (TAPSRS) is Comment Unforgeable (Comment − U nf for short) if
no polynomial adversary C with time t has the advantage AdvTComment−Unf
(C) ≥ ǫ after
AP SRS
performing the game of Definition 11.
Definition 13. The game for Honesty
We define the Honesty of our TAPSRS scheme as mentioned above in Section 3.1. We
consider the following game. Let Φ = (GC, GKS, GKV, S, V, CDV, V DV, PKR ) be a secure
UDVS scheme and let F denote a forgery strategy. On the other hand, she/he plays with
the simulator S in the following game of the dispatching phase of our TAPSRS scheme.
1. Setup. (pkE , skE ) and (pkRi , skRi ) were generated by the key generation algorithm of
our proposed scheme for editor E and each reviewer i, where 1 ≤ i ≤ n. (pkE , pkRi , skRi )
were given to the attacker F and skE are given to the V DV signature oracle and PVsignature oracle. Attacker F can make the following training queries.
2. Hash query. The attacker F can make the hash query with the abstract Am of the
paper m. When receiving this query, the simulator returns the hash value of Am to F .
3. PV signature query. When the attacker F makes the editor’s PV-signature query
on the message Am and the decision Ci , where Ci = Yes, the simulator checks if
it exists in the PV-signature list Lpv . If not, the simulator computes the signature
βi = SigAm = SskE (H(Am ||Ci )) and stores (βi , Am , Ci ) into the list LP V . Then it
returns βi back to F .
4. DV signature query. When F makes the DV-signature query on the user i’s message/PVsignature pair (Am ||Ci , βi ) with the reviewer i’s public key pkRi ∈ {pkR1 , . . . , pkRn }
and the editor’s public key pkE , the simulator checks if there exists a DV-signature
δi in the DV-signature list Ldv . If not, the simulator generates the reviewer i’s DVsignature δi . Then it keeps (δi , Am ||Ci , βi ) into the list Ldv and returns δi back to F .
5. VDV verification query. When F makes the DV-signature verification query on the
the editor’s DV-signature (δi , Am ||Ci , βi ), S forwards it to V DV oracle and returns
the verification result d ∈ {Acc, Rej} to F .
We say the F wins the above game if F outputs a forged signature (A∗m , βi∗ , δi∗ , Ci∗ ) with
the public key pk ∗ ∈ {pkR1 , . . . , pkRn } after making above all queries such that:
1. V (pk ∗ , βi∗ , A∗m , Ci∗ ) = Acc and Ci∗ =Yes in the dispatching phase.
2. V DV (pk ∗ , skE , δi∗ , A∗m , Ci∗ ) = Acc but Ci∗ =No after reviewing phase.
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We define that the advantage of F wins the above game is
AdvTHonesty
AP SRS (F ) ≥ ǫ.
From the above game, we can discover that if the signer chooses Ci = Yes in the dispatching paper phase, then she/he can be discovered when her/his paper is accepted and
she/he must proof her/his Ci and (βi , δi , Am ) to the editor. In other word, the attacker can
not have the non-negligible advantage ǫ to forge a DV-signature δ ∗ which its Ci = Yes in
the dispatching phase but Ci becomes No after the paper reviewing.
Definition 14. Honesty
Our proposed scheme (TAPSRS) is Honest if no polynomial adversary F with time t has
the advantage AdvTHonesty
AP SRS (F ) ≥ ǫ after performing the game of Definition 13.
Definition 15. A secure truly anonymous paper submission and review scheme
A truly anonymous paper submission and review scheme is secure if the following properties are satisfied:
(1) Unique: The advantage of B that wins the game of Definition 9 is negligible.
(2) Comment Unforgeability: The advantage of C that wins the game of Definition 11 is
also negligible.
(3) Honesty: The advantage of F that wins the game of Definition 13 is also negligible.
(4) Anonymity: This property is included in the PR-Privacy from the universal designated verifier signature scheme in Definition 8. The third party can not distinguish
the signature which was generated from the actual signer or the designated verifier.
Then we can claim that our truly anonymous paper submission and review scheme is secure. In the followings, we give the proofs of these properties of truly anonymous paper
submission and review system (TAPSRS for short) as mentioned above.

5.2 Security Proofs
Theorem 1. If there exists an attacker B − (ǫ, t, qt , qs , qh , ql ) who can break the property
unique in Definition 10 of our proposed scheme (TAPSRS for short), then there exists a
challenge C −(ǫ∗ , t∗ ) who can break the property unforgeability in Definition 4 of the secure
partially blind signarue scheme Γ = (B, H, U, V, S), where
ǫ≥

ǫ∗
1
1
)qs + ( qt +q
)qs )
( q1h ( qt +q
l
l

t∗ ≤ t − (qs (qt + ql ) + qh )
with at most qs times signing queries, qt times time-stamp queries, ql common information
queries, and qh times hash queries.
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Proof. Suppose that there exists an attacker B that she/he wins the the game of Definition
3 with advantage at least ǫ. We can take B as the black box and construct an adversary C
against the underlying partial blind signature scheme (Γ = (B, H, U, V, S)).
• Setup. In the simulation of the game of Definition 10, C prepares all parameters
including the signing oracle S response to attacker B. After setting up all parameters,
C simulates the game of Definition 10 with the attacker B.
• Training. During the simulation, the attacker B can ask the hash query and the signing query. The simulator will forward these queries to the signing function S and H
in the scheme Γ, respectively. We assume that the attacker B can ask at most qt times
time-stamp query, qh times hash query, and qs signing query, respectively. C performs
the corresponding result in the following.
– Hash query: If B asks the hash query with mi to C, C computes the hash value
αi and adds (mi , αi ) into the hash list, where i ∈ (1, . . . , qh ). Then C returns αi
back to B.
– Sign query: If B asks the signing query with αi to C, C fetches the timei from
the time-stamp server and forwards (αi , timej ) to signing oracle S, where j ∈
(1, . . . , qt ). Then the signing oracle chooses a time timej and a common information inf ok , sets inf ok into the timej , and computes the signature Z =
SSKT S (αi , timej ), where k ∈ (1, . . . , ql ). Then it returns (Z, timej ) back to attacker B and adds (αi , timej , inf ok , Z, ltimej ) into the signing list.
After ltime∗ times queries, if B forges ltime∗ +1 signatures S ∗ on m∗ with time∗ successfully, C can use B’s ability to break the unforgeability of the scheme Γ. We consider
the following cases that B produces the forged signature S ∗ on (m∗ , time∗ ) with time
list {time1, . . . , timeqt }. Then we define two events in the following case.
1. E3 be the event that C does not hold in the signing query of the simulation.
2. E4 be the event that C does not hold in the signing query and B forged ltime∗ + 1
signatures successfully.
• Case 1: If time∗ < timej and m∗ ∈ {m1 , . . . , mqh }, where for all j = 1, . . . , qt , it means
that the attacker B forges a new signature S ∗ on the message m∗ with a earliest time
before the author one.
1. ltime∗ = 0:
1-1. In this situation, the probability of event E3 is that
1
1
(
)qs .
qh qt + ql
1-2. Then we discuss the probability of event E4 . In this situation, E4 be the
event that C does not hold in the signing query and B forged ltime∗ + 1 signatures successfully. During the simulation, we can see that the probability
of E4 is the probability of B forged ltime∗ + 1 signatures successfully. That is
P r[E3 ] =

P r[E4 |E3 ] ≥ ǫ.
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• Case 2: If time∗ < timej , where for all j = 1, . . . , qt and the attacker B forges the
signature S ∗ on a new message m∗ ∈
/ {m1 , . . . , mqh } before the author one. We take
this as the framing situation that is the attacker B which uses the author’s identity to
submit the low quality paper to conference or journal in order to decrease the credit
of the author.
1. ltime∗ = 0:
2-1. When B forges a signature S ∗ on the message m∗ and m∗ ∈
/ {m1 , . . . , mqt },
the simulator can not find the entry from the (mi , αi ) and (αi , timei , inf oj , Z, ltimei )
of the hash list and the above signing list, respectively. If ltime∗ = 0 and the
simulator can not find the matched entry of the signing list, it means that
the inf oj is a new common information.
In this situation, the probability of E3 is
P r[E3 ] ≥ (

1
)qs .
qt + ql

2-2. Then we discuss the probability of event E4 . In this situation, E4 be the
event that C does not hold in the signing query and B forged ltime∗ + 1 signatures successfully. During the silmulation, we can see that the probability
of E4 is the probability of B forged ltime∗ + 1 signatures successfully. That is
P r[E4 |E3 ] ≥ ǫ.
Finally, we can conclude that the probability of C who breaks the general partial blind
signature is

AdvΓUnf (C) = P r[E2 ] = P r[E4 ∧ E3 ] = P r[E3 ]P r[E4 |E3 ]
1
1
1
≥ ǫ( (
)qs + (
)qs ) ≥ ǫ∗ .
qh qt + ql
qt + ql

Theorem 2. If there exists an attacker C − (ǫ, t, qh , qpv , qdv ) who can break the property comment unforgeability in Definition 12 of our TAPSRS scheme, then there exists a challenge
A − (ǫ∗ , t∗ ) who can break the property DV-unforgeability in Definition 8 of the secure universal designated verifier signarue scheme Φ = (GC, GKS, GKV, S, V, CDV, V DV, PKR ),
where
ǫ∗
ǫ≥
2
((1 − 21k )qpv · (1 − 21k )qdv )
t∗ ≤ t − (qpv + qdv + qh )
with at most qh times hash queries, qpv times PV-Signature queries, and qdv times DVsignature queries in the polynomial time t∗ .
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Proof. Suppose that there exists an attacker C that he/she wins the the game of Definition 11 with advantage at least ǫ. We can take C as the black box and construct an adversary A against the underlying universal designated verifier signature scheme (i.e., Φ =
(GC, GKS, GKV, S, V, CDV, V DV, PKR )). Then A starts to simulate the environment and
C can make the following queries.
• Key generation. Before the environment simulation, A chooses the editor and reviewer’s public key (pkE , pkE ), where (pkE , skE ) ←− GKS(cp), (pki , ski ) ←− GKS(cp),
cp = GC(k) and i ∈ {1, . . . , n}. After generating these key pairs, A gives (pkE , pki )
to the C, where i ∈ {1, . . . , n} and sets ski and skE to the PV-signature oracle S(ski , .)
and VDV-signature verification oracle V DV (., skE , .), respectively.
• hash query. When C makes the hash query on the message m, A transfers this query
to the random oracle ROi , where i ∈ {1, . . . , n}. Then A returns the hash value ϑ back
to A and keeps (ϑ, m) into the hash list Lh .
• PV-signature query. When C queries the PV-signature on the message m, A forwards
it to the PV-signature oracle S(skE , ·). Then A returns the signature value Sigm back
to A and stores (Sigm , m) to the PV-signature list Lpv .
• DV-signature query. When C makes the DV-signature query on the (m||Commentj , γj )
with the public key pkRj , where j ∈ {1, . . . , n}. In this time, A sets m′ = (m||Commentj )
and forwards (m′ , pkRj ) to the CDV-signature oracle in the scheme Φ. After obtaining
the result εj , A returns (εj , m, Commentj ) to C and stores (εj , m, Commentj , pkRj )
into the list Ldv .
• VDV-signature verification query. When C queries the VDV-signature verification
query on (εj , m, Commentj , pkRj ), A forwards (εj , m, Commentj , pkRj ) to the VDVsignature verification oracle. Then the A returns the result d ∈ {Acc, Rej} to C.
After querying all the above queries, if C wins the game defined in Definition 11 that
it outputs a forged DV-signature (m∗ , Comment∗ , ε∗j ) on the public key pkRj , where j ∈
{1, . . . , n}. Then A can use C’s ability to break the property defined in Definition 8.
Then we define two events in the following case.
1. E5 be the event that A does not hold in the PV-signing query of the simulation.
2. E6 be the event that A does not hold in the DV-signing query of the simulation.
3. E7 be the event that A does not hold in the VDV-signature verification query and C
forged a DV-signature (m∗ , Commentj , ε∗j ) on the public key pkRj , where j ∈ {1, . . . , n}
successfully.
• Case 1: In the event E5 , we can discover that A does hold when C queries the signature on message m∗ . Then we can conclude that the probability of event E5 is
P r[E5 ] ≥ (1 −

1 qpv
)
2k

with at most qpv times PV-signature queries.
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• Case 2: In the event E6 , we can discover that A does hold when C queries the DVsignature on the message m∗ = m′ and Comment = Comment∗ and the PV-signature
γj has been queried PV-signature query before. Let E6−1 be the event that C queries
the DV-signature on the message m′ = m∗ and Comment = Comment∗ and E6−2 be
the event that PV-signature γj has never been queried PV-signature query before.
1. If m′ = m∗ and Comment = Comment∗ , then A does not hold and the probability of E6 is
P r[E6−1 ] ≥ (1 −

1 qdv
) .
2k

2. If γj has never queried queried PV-signature query before, then we can conclude that the probability of E6−2 is
P r[E6−2 ] ≥ (1 −

1 qpv
) .
2k

Hence, we can summarize that the probability of E6 is
P r[E6 ] ≥ P r[E6−1 ] · P r[E6−2 ] ≥ (1 −

1
1 qdv
) · (1 − k )qpv .
k
2
2

On the hand, We also compute the probability of P r[E6 |E5 ] and we can discover that
these two events are independent. So we can conclude that
P r[E6 |E5 ] ≥ P r[E6 ] ≥ (1 −

1 qdv
1
) · (1 − k )qpv .
2k
2

• Case 3: In this situation, if the attacker C can forge a DV-signature ε∗j on the message
(m∗ , Comment∗ ), the probability of E7 is
P r[E7 ] ≥ ǫ.
On the other hand, we also consider the probability of P r[E7 |E6 ∧ E5 ]. In these three
events, we can discover that the event E7 and E6 are both independent. The event E6
is also independent of the event E5 . Then we can conclude that the probability is
P r[E7 |E5 ∧ E6 ] ≥ P r[E7 ] ≥ ǫ.
Hence, we summarize that above events that C attacker outputs a forged DV-signature ε∗j
on message (m∗ , Comment∗ ) and we can build A to break the DV-Unforgeability in the
Definition 8. The probability of the attacker A is
P r[E5 ∧ E6 ∧ E7 ] ≥ ǫ∗
= (P r[E5 ]) · (P r[E6 |E5 ]) · (P r[E7 |E5 ∧ E6 ]) ≥ ǫ∗
= ((1 − 21k )qpv ) · ((1 − 21k )qdv · (1 − 21k )qpv ) · (ǫ) ≥ ǫ∗
= (ǫ · (1 − 21k )qpv · (1 − 21k )qpv · (1 − 21k )qdv ) ≥ ǫ∗
ǫ∗
=ǫ≥
.
1 qpv 2
1 qdv
((1−

2k

)

·(1−

2k

)

)
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Theorem 3. If there exists an attacker F −(ǫ, t, qt , qs , qh , ql ) who can break the property honesty in Definition 13 of our proposed scheme (TAPSRS for short), then there exists a challenger S − (ǫ∗ , t∗ ) who can break the property DV-unforgeability in Definition 6 of the secure universal designated verifier signarue scheme Φ = (GC, GKS, GKV, S, V, CDV, V DV, PKR ),
where
ǫ≥

ǫ∗
( 21n )qdv

t∗ ≤ t − (qpv + qh + qdv )
with at most qpv times PV-signature queries, qh times hash queries, and qdv times DVsignature queries.
Proof. Suppose that there exists an attacker F that he/she wins the the game of Definition 13 with advantage at least ǫ. We can take F as the black box and construct an
adversary S against the underlying universal designated verifier signature scheme (i.e.,
Φ = (GC, GKS, GKV, S, V, CDV, V DV, PKR )). Then S starts to simulate the environment
and F can make the following queries and games, respectively.
1. Setup. (pkE , skE ) and (pkRi , skRi ) were generated by the key generation algorithm of
our proposed scheme for editor E and each reviewer i, where 1 ≤ i ≤ n. (pkE , pkRi , skRi )
were given to the attacker F and skE are given to the V DV signature oracle and PVsignature oracle. Attacker F can make the following training queries.
2. Hash query. The attacker F can make the hash query with the abstract Am of the
paper m. When receiving this query, the simulator returns the hash value of Am to F .
3. PV signature query. When the attacker F makes the editor’s PV-signature query
on the message Am and the decision Ci , where Ci = Yes, the simulator checks if
it exists in the PV-signature list Lpv . If not, the simulator computes the signature
βi = SigAm = SskE (H(Am ||Ci )) and stores (βi , Am , Ci ) into the list LP V . Then it
returns βi back to F .
4. DV signature query. When F makes the DV-signature query on the user i’s message/PVsignature pair (Am ||Ci , βi ) with the reviewer i’s public key pkRi ∈ {pkR1 , . . . , pkRn }
and the editor’s public key pkE , the simulator checks if there exists a DV-signature
δi in the DV-signature list Ldv . If not, the simulator generates the reviewer i’s DVsignature δi . Then it keeps (δi , Am ||Ci , βi ) into the list Ldv and returns δi back to F .
5. VDV verification query. when F makes the DV-signature verification query on the
the editor’s DV-signature (δi , Am ||Ci , βi ), S forwards it to V DV oracle and returns
the verification result d ∈ {Acc, Rej} to F .
In the following, we consider the following events that F forges a signature (δi∗ , Am ||Ci∗ , βi∗ )
such that
1. Let E1 be the event that V (βi∗ , A∗m , Ci∗ ) = Acc and Ci∗ = Yes.
2. Let E2 be the event that V DV (pk ∗ , skE , δi∗ , A∗m , Ci∗ ) = Acc but Ci = No.
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1. Case E1 : In this event, S can know that the attacker F can impersonates the user i
and generates the PV-signature (βi∗ , A∗m , Ci∗ ), with Ci∗ = Yes and the help of secret
key SkRi . Then we can conclude that the probability
P r[E1 ] = 1.
2. Case E2 : In the event, we consider that the attacker F must wins the game of the
Definition 15 with the non-negligible probability ǫ in the polynomial time t. When F
outputs the forged DV-signature δi∗ with (A∗m , Ci∗ ), where Ci = No, then the simulator
S can use the ability of F to break the DV-unforgeability of the general UDVS scheme
Φ in the Definition 6. Then We conclude the probability of the event E2
P r[E2 ] ≥ ǫ · (

1 qdv
) .
2n

On the other hand, we consider that the probability of the event E2 ∧ E1 is
P r[E2 |E1 ] ≥ P r[E2 ] ≥ ǫ · (

1 qdv
) .
2n

We conclude that the probability of the event E2 ∧ E1 is
AdvTHonesty
AP SRS (F ) ≥ P r[E2 ∧ E1 ]
= P r[E2 |E1 ] · P r[E1 ]
1
= ǫ · ( n )qdv · 1
2
DV −unf
≥ AdvUDV
S (S)
∗
=ǫ .

6 Evaluation
6.1 Security Analysis
In this section, we will explain why our protocol satisfies all requirements shown in Section
3.3.
1. Anonymity:
The author’s identity is blinded in the preparing phase. The author chooses a blinding factor to hide her/his name. Nobody can know who the actual author is before
the paper is accepted.
(a) Author → Editor: The author’s network address is kept secret by using an
anonymous channel when she/he submits her/his paper to the editor. The editor only receives an anonymous paper without any unnecessary information.
Therefore, it is successful to keep the author anonymous to the editor before
her/his paper is accepted.
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(b) Author → Reviewer: The reviewers get the same message as that the editor
received in the submitting paper phase, where it is an anonymous paper which
does not contain the author’s identity. The author is also anonymous to the
reviewers.
(c) Reviewer → Author: When a reviewer sends her/his comments on the author’s
paper to the editor, she/he takes the UDVS scheme [16], [17] to offer her/his
privacy protection. The reviewer is the signer of the comments and the signature designator. She/He designates the editor as the only verifier to check the
designated-verifier signature which produced by the reviewer. But the editor
can also take her/his secret key to generate the DV-signature which is the same
as the one produced by the reviewer. When the author receives the comments
published by the editor, she/he cannot know who the reviewer is. The editor
cannot prove that the DV-signature γˆj was produced by reviewer j. Thus, the
reviewer’s identity is unknown to the author.
The author’s name cannot be known before the paper is accepted by the editor. An
author can submit her/his paper to any conference or journal with privacy protection.
Owing to the anonymity property, the editor will allocate the paper to reviewers more
fairly in the dispatching paper phase. The editor does not have any information about
the author such that she/he can just follow a reasonable process to dispatch papers.
During the review process of each reviewer, she/he can provide her/his comments
just depending on the professional knowledges without being influenced by the reputation of the author. Also, the reviewer is only responsible to the editor and she/he
is anonymous to other people including the author. She/He is not afraid to write
negative comments on the paper to offend the author. In the inspecting phase, the
editor receives the DV-signature γˆj from the reviewer j. She/He cannot convince the
author that γˆj was made by the reviewer j. We take advantages of UDVS such that
the editor (the designated verifier) can produce the same signature γˆj . Finally, the
editor decides whether the paper is accepted or not only depending on the comments
received from the reviewers. It will be more fair in this situation.
2. Uniqueness:
To modify (m||IDi ) and T ime in Sig produced in the first phase is infeasible since
the time-stamp server has signed on them. Thus, an attacker cannot forge a signature
containing m and an earlier time T ime′ to impersonate the actual author IDi in l
times query, where T ime′ ≤ T imei for all i = 1, ..., l. A pilferer may steal the paper
m after it is submitted and then get another time-stamp signature Sig ′ and submits
m to another conference or journal, but she/he will be detected when she/he shows
her/his Sig ′ and IDi′ . The T ime′ in Sig ′ is always later than T ime in Sig. Hence, the
paper can only be owned by a unique author or a unique group of authors. In the
appendix, we provide a formal proof of this property.
3. Comment Unforgeability:
In the UDVS scheme [16], [17], the unforgeability has been concluded. The unforgeability of a UDVS scheme contains DV-signature unforgeability and PV-signature unforgeability. We make use of the two unforgeabilities to achieve comment unforgeability by adopting a secure general UDVS scheme which satisfies the two properties.
In the appendix, we also offer a formal proof of this property.
4. Honesty:
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In the dispatching paper phase, we show the abstract of the paper to all reviewers
to ask them to return their decisions about inspecting the paper. The editor chooses
some reviewers whose decisions are Yes. Here, we ask the author of the paper to set
her/his decision as No. Therefore, if she/he sets her/his Ci = Yes and was selected
by the editor, the editor can detect it in the final phase. When the author shows
her/his identity to claim that the accepted paper was written by herself/himself, the
editor can check whether the author is one of the selected reviewers. In other words,
the authors can not forge a signature which its Ci = Yes in the dispatching phase,
but its Ci = No of the DV-signature after reviewing phase. In the appendix, we give
a formal proof of this property.

6.2 Comparison
The comparisons among our scheme, the traditional paper review system and the previous
protocols [13], [3] are shown in Table 1.

Table 1: Property Comparisons

Ours
T1
[13]
[3]

1
2
3
4

5

P1

P2

P3

P4

P5

P6

X
×2
△4
△5

X
×3
×
△5

X
×
△4
△5

X
X
X
X

X
×
X
X

X
X
×
X

X: Satisfied; ×: Not satisfied
△: Satisfied under some strong assumption
P1: Author Anonymity to Reviewer
P2: Reviewer Anonymity to Author
P3: Author Anonymity to Editor
P4: Comment Unforgeability
P5: Uniqueness
P6: Honesty
T : The traditional paper review system
The editor may reveal the author’s identity
The editor may reveal the reviewers’ identities
It needs a fully trusted third party to guarantee
the property.
It needs a semi-trusted third party and two additional trusted servers to guarantee the property.

6.3 Usability
There are some issues that pertain to the implementation of the proposed anonymous paper
submission and review scheme, as follows.
• The problem of ciphertext length expansion on adoption of anonymous channels is
discussed below. One should choose an anonymous channel scheme in which the
length of ciphertext is irrelevant to the number of MIXes (control centers). Otherwise,
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the length of ciphertext will grow along with the number of MIXes and thus makes
the scheme inefficient.
• The proposed scheme is independent of the underlying signature scheme. To implement the scheme, one should use an efficient signature scheme. Otherwise, an inefficient signature scheme will influence the whole system performance significantly.

7 Conclusions
In this manuscript, we have proposed an anonymous paper submission and review scheme
which can make paper review more fair. We adopt a partially blind signature scheme and
a universal designated-verifier signature scheme as the underlying primitives to construct
the proposed anonymous paper submission and review scheme. The anonymity property
in the proposed scheme can achieve the most important property, i.e., fairness. Therefore,
the attendants in our scheme can more fairly perform their jobs without worrying about
anything. All features of our scheme are summarized as follows:
1. The proposed scheme fully protects the privacy of authors and reviewers.
2. It can be realized and implemented easily.
3. The proposed idea is independent of the underlying partially blind signature scheme
and UDVS scheme and we can take any secure partially blind signature and UDVS
schemes to implement it.
4. It is flexible and extensible for any kind of paper review schemes.
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