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Abstract. In this paper, we discuss some practical issues encountered when
estimating record-level and file-level disclosure risk measures of re-identification
in survey microdata under complex survey designs. We use the probabilistic
modelling approach based on the Poisson Distribution and log-linear modelling
proposed in Skinner and Shlomo (2008) to estimate disclosure risk in survey
microdata files. We examine the robustness of their GOF criteria to violations of
model assumptions, particularly in the context of complex survey designs and
differential survey weights, using a case study and simulations. We also provide
guidance for variable selection with insights on how to proceed with the
disclosure risk assessment and provide meaningful results. For the case study,
we use the complex survey dataset from the Survey of Doctorate Recipients
conducted by the National Center for Science and Engineering Statistics. The
results of evaluating the disclosure risk estimates under different approaches of
adjusting the probabilistic modelling to account for the complex survey data lead
to guidance for a sensitivity analysis that helps to provide better estimates of
record-level and file-level risk of re-identification in survey microdata.

1 Introduction

Statistical agencies are obligated to protect respondents’ identities when they
release survey microdata to the public. The microdata from the sample survey
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often go through statistical confidentiality treatment (e.g., recoding) before being
released. To determine whether the treated data is safe to be released, agencies
need to assess the disclosure risk of the sample microdata. There are three main
types of disclosure risks: identification, attribute, and inferential.

Identity disclosure is about learning a person’s name or an establishment’'s name
given the data product. The Confidential Information Protection and Statistical
Efficiency Act (CIPSEA) enacted as Title V of the E-Government Act of 2002 is an
example of a Federal law that protects against identity disclosure. In general, an
identity disclosure takes place when a correct record re-identification is achieved
by an intruder (denoted as a person or agency with malicious intent to reveal
information) by comparing a target individual in the sample microdata using a
set of quasi-identifiers with an available list of individuals in the population that
contains personal identifiers such as name and address (see Willenborg and de
Waal, 2001). Duncan, Elliot, and Salazar-Gonzalez (2011) define re-identification
as “The process of determining the identity of data subjects in data releases that
have been subject to statistical disclosure limitation, that is, have been de-
identified.”

Individual attribute disclosure can occur after a re-identification has been made
and the intruder has access to all the sensitive survey variables and can attribute
them to the individual. Group Attribute disclosure does not necessarily lead to
revealing an individual’s private information, but we are able to learn sensitive
information about a group of data subjects, for example, that all individuals in a
locality collect benefits.

Inferential disclosure goes beyond group attribute disclosure in that the intruder
can infer knowledge about a data subject with high probability through
manipulating data releases. Whilst inferential disclosure is not part of the
traditional disclosure risk scenarios, it is now gaining in importance due to the
proliferation of government and non-government data that is made available to
the public via the internet. There are particular concerns that microdata can be
reconstructed from multiple data releases from a single data source, such as the
Census, and hence there have been recent developments in applying more formal
privacy guarantees, for example the Differential Privacy approach (Abowd et al.
2019, and Dwork et al. 2006).

In this paper, we are focusing on the risk of re-identification which can lead to
individual attribute disclosure in survey microdata. Even when data have been
protected using more formal privacy guarantees to protect against
reconstruction, such as Differential Privacy, there is still the need to check for
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potential re-identifications. Moreover, re-identification risk should be quantified
because the laws (e.g., CIPSEA) are written with re-identification risk in mind.

Hundepool et al. (2012) discuss the context that a re-identification in survey
microdata is achieved by an intruder when comparing a target individual in a
sample with an available list of units (external file) that contains individual
identifiers (e.g., name and address), plus a set of quasi-identifying variables, such
as age, sex, race and location. Therefore, it follows that an ideal situation for
quantifying the disclosure risk of releasing survey microdata is when a full list of
the target population exists (or is accessible) with variables that have the exact
same definition existing in both the survey microdata and the target population
list. Re-identification occurs when a unit in the released file and a unit in the
external file are linked and belong to the same individual in the population. If a
population file is available but does not have the exact same variable definitions
as the survey microdata, or the data sources suffer from errors, a probabilistic
record linkage can be carried out (Fellegi and Sunter 1969).

In the sample microdata file, many cases have a single sample count (referred
to as “sample uniques”) by cross-classifying a relatively small number of quasi-
identifying (categorical) variables having specific values (referred to as “key
variables” hereafter) that may exist in external files. If we take the subset of those
records in the microdata that are unique in the cells of the cross-classified key
variables, an exact matching process can be conducted by matching the sample
uniques to the target population file using the common variables as the matching
key. Then the match probability My, for each cell k is: f}. /Fx where f}, is the sample
size in cell k (and in this case, f, = 1) and F, is the number of corresponding
individuals in the population file. If each sample unique in the survey microdata
file matched to only one population file record, the risk is 1 (or 100%) for that
record. If the number of records that matched to a sample unique is 100, then the
record-level risk is 0.01 (or 1%). For each sample unique, we can aggregate the
match probabilities to obtain the file-level disclosure risk measure defined as the
expected number of correct matches. Another file-level disclosure risk measure
of interest is the number of sample unique cells fy =1 in the cross-classified
quasi-identifying key variables that are also population uniques: Fj, = 1.

Often the population contingency table is not directly available and too
expensive to obtain, hence the need for estimating the population frequencies
from the sample counts to estimate the disclosure risk.
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This article focuses on estimating the re-identification risk when a target
population file is not available and therefore we need to use probabilistic
modelling to estimate the disclosure risk measures (see examples of probabilistic
modeling: Bethlehem, Keller, and Pannekoek 1990; Rinott 2003; Polettini 2003;
Reiter 2005). More specifically, we focus on the log-linear modelling approach
under the Poisson Distribution as developed by Skinner and Holmes (1998),
Elamir and Skinner (2006) and Skinner and Shlomo (2008).

We implemented the log-linear modeling approach to estimate disclosure risk
in a number of survey microdata files for U.S. government agencies and
internationally. In Skinner and Shlomo (2008), the authors developed Goodness-
of-Fit (GOF) criteria to select the appropriate model for the log-linear modeling
which minimizes the bias of the estimated disclosure risk measures. Several
challenges emerge that relate to satisfying GOF criteria of the log-linear models
in the presence of model assumption violations and handling large numbers of
variables. The purpose of this paper is to discuss the practical issues encountered
and investigate ways to address the challenges. We seek to answer the following
research questions:

e What are the likely violations of the log-linear modeling assumptions
when implementing in sample surveys with complex designs?

e For common violations of assumptions, is the GOF statistic still a good
indicator of disclosure risk estimates being too high or too low? If not,
what is the impact on the bias associated with the risk estimates? How
can the bias be reduced?

e What guidance can be given to achieve a better estimate of the overall
file-level re-identification risk in survey microdata?

We first review the theoretical background of the log-linear modeling under the
Poisson Distribution approach as set out in Skinner and Shlomo (2008) in Section
2 including an explanation of the GOF criteria for the model selection. In Section
3, we illustrate the practical challenges encountered when carrying out the log-
linear modeling under a complex survey design (e.g., stratification) and
differential survey weights. We also introduce the case study data: the 2017
Survey of Doctorate Recipients (SDR) public use file (PUF). The 2017 SDR has a
complex sample design that violates the log-linear model assumptions on both
independent selection and equal inclusion probabilities within cells. In addition,
the strata variables are not available on the PUF to inform the estimation in log-
linear modeling. We observed unusual behavior of GOF for the 2017 SDR PUF.
Based on the case study data, we describe in Section 4 a series of simulations
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motivated by these challenges. The simulations are designed to explore the
accuracy of estimating disclosure risk measures based on the GOF criteria. In
Section 5, we return to an application using the 2019 cohort of Survey of Doctorate
Recipients (SDR) restricted use file based on the findings from the simulations in
Section 4. Lastly, conclusions are provided in Section 6 that help to answer the
research questions.

2 Approach To Quantify Re-Identification Risk

Before reviewing the log-linear modeling approach for estimating the risk of
reidentification in detail, the following cautionary notes are provided to
accompany the results of the disclosure risk assessment:

e It is assumed that the intruder has no response knowledge on who is
included in the survey sample dataset.

o The risk assessment only addresses the re-identification risk, not
attribute disclosure or inferential disclosure.

e The disclosure risk measures derived from modeling rely heavily on
assumptions made on the amount of information available to intruders.
For example, if variables are recoded, then the modelling reflects
intruders’ less detailed knowledge of respondents’ characteristics.

e The estimation of the re-identification risk focuses on the sample
uniques that are also population uniques, with sample uniques and
population uniques defined by the key variables used in the risk
assessment.

e The disclosure risk measures do not investigate the likelihood of attack
by intruders. They assume the likelihood of attack is 100%.

e The disclosure risk measures assume that an intruder has a certain
amount of public information that is common to the survey variables,
which allows him/her to successfully identify some data subjects in the
data file. It does not account for the situation that intruders with
different sources of public information may form a coalition.

In addition, as recognized by Skinner and Shlomo (2008) the log-linear
modeling approach has known limitations under certain circumstances, which
can render its application unfeasible. When the adjustments proposed by them
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cannot be implemented —particularly due to the unavailability of strata
variables—the procedure should not be used.

The probabilistic modeling framework developed by Skinner and Holmes
(1998) and Elamir and Skinner (2006) takes a simplified approach that restricts
the information that would be known to intruders and does not assume possible
attack scenarios. A summary of their approach is described in Shlomo and
Skinner (2022) and we mention the approach briefly here to ensure clarity in this
paper:

We denote Fj, the population size in cell k of a table spanned by key variables
having K cells, f; the sample size in cell k, }; F, = N and Y, fi = n. The set of
sample uniques, is defined: SU = {k: f;, = 1} and these are the high-risk records
with the potential to be population uniques. Two global disclosure risk measures
(where [ is the indicator function) are the following;:

1. Number of sample uniques that are population uniques:

T =Xkl (fx=1LF=1)

2. Expected number of correct links if we were to match the sample
uniques to the population (assuming a random assignment of the
population within cell k): 7, = X, I(f, = 1) 1/ F .

It is generally assumed that the population frequencies Fj, are unknown and we
use probabilistic modelling to estimate the disclosure risk measures as follows:

T =Xl (fe = 1)13(AFk =1fky = 1) and )
L=kl (fe=DEQ/F lfi =1).

Given that we are modelling population counts based on a contingency table of
sample counts spanned by the key variables, we assume a Poisson distribution
and a log-linear model to estimate disclosure risk measures in (1). In this model,
Fy are realizations of independent Poisson random variables: F,,~Pois(4;) for
each cell k. A sample is drawn by Poisson or Bernoulli sampling with a sampling
fraction my, in cell k: fi |Fi,~Bin(F, 7). It follows that:

fe~Pois(mAy) and Fi|fi~Pois(A (1 — my)) 2)
and population cell counts F;, given the sample cell counts fj are also realizations
of independent Poisson random variables.

As typical in this type of framework, the parameters 1 are estimated using log-
linear modeling. The sample frequencies f;, are independent Poisson distributed
with a mean of yj, = my k. Alog-linear model for the yy, is expressed as: log(uy) =
xi'B where xy, is a design vector which denotes the main effects and interactions
of the model for the key variables. The maximum likelihood estimator(MLE) B
are obtained by solving the score equations:
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Zi(fic = miexp(xiB))xx = 0. (3)

The fitted values are then calculated by:f, = exp(x;B) and A = i /my.
Individual disclosure risk measures for cell k under the assumption of the Poisson
distribution are:

P(F, = 1lfi = 1) = exp (4 (1 — m)) and (4)
E(1/Flfi=1 =1 —exp (&1 —m)))/ (Ae(1 = mi))-

Plugging Aifor 4; in (4) leads to the record-level disclosure risk measure
estimates P(F, = 1|f, = 1) and E(1/ F |fiy = 1) and these are aggregated to
obtain global disclosure risk measure estimates ¥; and 7, for (1).

Skinner and Shlomo (2008) developed a method for selecting the main effects
and interaction terms for the log-linear model that finds the right balance in
accounting for random and structural zeros in the contingency table. The method
is based on estimating and (approximately) minimizing the bias of the risk
estimates ¥; and ,. Defining h(4;) = P(Fy = 1|f, = 1) for 7, and h(1y) =
E(1/ Fy |fi = 1) for 1,, they obtain the following expression:

B = ¥ Axexp (—mdi) (=R (L) (fie — micdye) + h"" (L) (fic — )
mdi)” = fi)/@m).

For example, for 7;:

By ~ ¥y A exp(=Ai) (1 = m){ (fie — mcd) + ©)
(1= ml(fie = mede)” = fil/@mo}.

As can be seen, the goodness-of-fit criteria B are related to the notion of
measuring over and under-dispersion as was developed in the Econometrics
literature (Cameron and Trivedi 1998). The method selects the model using a
forward search algorithm which minimizes the standardized bias estimate B; /\/171-
for #;,i = 1,2, where ?; are variance estimates of B;. The goodness-of-fit criteria
B; /\/ﬁ_i have an approximate standard normal distribution (critical value +1.96 )
under the hypothesis that the expected value of B; is zero. In our paper, we focus
on the risk measure 7, and the GOF statistic expressed as B; /+/Vr where we use
a robust estimator for the variance of B; by plugging in estimated 4 for 1, and
assuming the f, are independent with mean and variance equal to

te: Ve = Lidaw (fie — ) + b [(fie — ) = fill¥
where
ax = (1 — m)Aexp(=2y) and by, = (1 — m)* Aexp(—Ax)/ (2my).

The GOF statistic tends to decrease as more interaction terms are added to the
model. If the model is under-fit, GOF tends to be positive and the risk is
overestimated. In many empirical experiments shown in Skinner and Shlomo
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(2008), they found that the independence log-linear model tends to under-fit and
leads to overestimation of disclosure risk measures, and the all-three-way
interaction model tends to over-fit and leads to underestimation of disclosure risk
measures. The authors found that the all two-way interaction log-linear model
often leads to good estimates of the risk measures when used in the context of
large-scale government surveys drawn randomly from the general population.

The sample rate m in each cell k defined by the cross-classified key variables is
assumed known. For simple random sampling without replacement and other
equal probability sampling designs, you can use a single & = n/N where n is the
sample size and N is the population size. Under complex surveys, we need to
estimate 1, in practice. One possible estimator of my is the overall sampling rate:
= Yk [/ 2k 2i Wki, Where wy,; is the sampling weight for case i in cell k. Another
possible estimator of my, is the sampling rate in each cell k: T,=f;. />; Wy;.

Social surveys often use complex designs where samples are selected with

unequal probabilities. Our focus is on situations where the key assumption,
namely, P(fy = 1|F;) = Fym (1 —m)F%1, does not hold, due to complex
sampling schemes. Shlomo and Skinner (2008) discuss this issue in detail,
providing guidance on when the assumption is approximately valid and
suggesting adaptations to the procedure in such cases. The goal of this paper is
to illustrate how severe departures from the basic assumptions impact the GOF
statistic.

For complex designs, the log-linear models need to be fit on weighted sample
counts in order to obtain unbiased estimates of population parameters. Skinner
and Shlomo (2008) note that survey weights need to be used for complex designs
in order to obtain a consistent estimate for A, through pseudo-maximum
likelihood estimation (Rao and Thomas, 2003), where the estimating equation in
(3) is modified as:

R Yk (Fi — exp(xiB))xy = 0 - @)
and F, is obtained by summing the survey weights in cell k: F, = };c,, w;. The
resulting estimates 4, are plugged into expressions in (4) and m, is replaced by
the estimate #t, = fi/Fy. The GOF B is also adapted to the pseudo-maximum like-
lihood method. Skinner and Shlomo (2008) also noted that if the only variation in
weights is between strata, then A, can be consistently estimated by simply includ-
ing the strata as a model covariate and including the main effect of this covariate
in the log-linear model.
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We want to note one of the limitations of log-linear modelling, i.e., the existence
of MLE is generally not guaranteed in log-linear models for very spares tables.
As discussed in the general theory (Fienberg and Rinaldo, 2012) and in the context
of disclosure risk estimation (Manrique-Vallier and Reiter, 2014; Carota et al.,
2022), for sparse contingency tables, log-linear modelling may incur severe issues,
one of which is the non-existence of MLE. Notably, fitting routines usually do not
check conditions for the existence of MLEs. Nevertheless, we used the Bishop-
Fienberg (Bishop, Fienberg, and Holland, 2007) method of iterative proportional
fitting (IPF) and also kept the average cell size above 0.01, which is a rule of thumb
based on empirical experience to ensure that the IPF will converge. Therefore, we
were able to find solutions.

In the following sections, we discuss some practical issues that we encountered
under the probabilistic modelling approach of the Poisson Distribution and log-
linear modelling through a series of simulations based on a case study of the 2017
Survey of Doctoral Recipients (2017 SDR) public use data.

3  Case Study: 2017 Survey Of Doctoral Recipients

For the case study, we first conducted a re-identification risk assessment on the
2017 Survey of Doctoral Recipients (SDR) Public Use File (PUF) (NCSES 2017).
The SDR is a longitudinal survey conducted approximately every 2 years that is
designed to provide demographic and career history information about
individuals who earned a research doctoral degree in a science, engineering, or
health (SEH) field from a U.S. academic institution. The SDR is drawn from the
target population of all SEH Doctoral Graduates as the sampling frame. This
information is available in the Survey of Earned Doctorates (SED), an annual
census conducted since 1957 of all individuals receiving a research doctorate from
an accredited U.S. institution in a given academic year. The SDR follows a sample
of individuals with SEH doctorates throughout their careers from the year of their
degree award until age 76. The panel is refreshed each survey cycle with a sample
of new SEH doctoral degree earners (referred to as cohort hereafter). For the 2017
SDR, all 2015 sample members who remained age eligible for the survey were
retained, and a sample of new graduates was added. The new graduates sample
was selected using a stratified sample design, where the strata were defined by
over 200 fine fields of study. The resulting 2017 SDR sample consists of 124,580
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individuals with 85,739 respondents. The overall sampling rate from the frame of
SEH Doctoral Graduates was about 11% which is very high compared to standard
general population surveys, while sampling rates varied greatly across strata.
Consequently, the sampling weights have a large variation with a coefficient of
variation of 109% (minimum weight: 1 and maximum weight: 89). We note the
risk assessment in this case study dataset treated the dataset as cross-sectional
and did not account for the disclosure risk arising from the longitudinal nature
of the data.

3.1 Disclosure Scenario and Variable Selection

The first step in estimating the risk of re-identification is to determine the key
variables to be included in the log-linear models. There were many indirect
identifying variables available in the 2017 SDR PUF. Since including too many
variables would overstate intruder knowledge, we reduce the number of
variables by choosing one variable to represent a group of similar variables. For
example, we picked one out of the following variables: year of highest degree,
year of most recent degree, and year of first degree. Also, we chose indirect
identifiers that can be relatively easily obtained by intruders from external
sources over those that were difficult to obtain. Eight variables were included in
the log-linear model as shown in Table 1. The average cell size (including the zero
sample cells) is 1.44 after cross-classifying eight key variables.

Table 1: Indirect Identifying Variables Used in Re-Identification Risk Assessment
for the 2017 SDR PUF

Variable Number of categories

Academic position 3 (Dean or President; others)

Age group 10 (5-year intervals, bottom coded)
Place of birth 2 (U.S./Non-U.S.)

Total number of children 3 (No child/1 child/2 or more children)
Gender 2 (Male or Female)

Federal government support 3 (Yes, No, Not applicable)
Year of award of highest degree 11 (5-year intervals, bottom coded)
Race/ethnicity 5 (Asian, Black, Hispanic, White, other)
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3.2 Model Fitting

We fit the log-linear models with the eight key variables shown in Table 1. To fit
the models, we use iterative proportional fitting on a set of margins where each
original cell value receives a value of 1 (Bishop, Fienberg, and Holland, 2007). An
unusually high level of interaction terms was needed to satisfy the GOF criteria
of the log-linear models for the 2017 SDR PUF. As illustrated in Figure 1, the GOF
statistic was over 5 even with all five-way interactions in the log-linear model.
The poor model fit may be due to violations of model assumptions. Both the 2015
SDR sample and 2017 SDR sample had deep stratification, and sampling rates
varied greatly across strata. If the design strata can be included in the key
variables, it would help mitigate the violations. However, the strata variable is
not available in the PUF rather it appears in collapsed form. Although the agency
releasing the PUF has the strata data, we are limited to the variables available in
the PUF to carry out the disclosure risk assessment based on assumptions of what
the intruder will know. The intruders would only have available those key
variables and other variables that are available in the released PUF. The within-
cell selection rate 1y, is also unknown and difficult to estimate due to the large
variation in sampling weights. This raises a question: “Is the GOF statistic still a
good indicator of unbiased risk estimates when model assumptions do not
hold?”. In Section 4, we present a series of simulations to answer this question.
9.0 py

70 © ® ®

5.0 ®
3.0

1.0

-1.0

Goodness of fit

2 3 5
#-way interactions in Iog-zhnear model

Figure 1. The goodness-of-fit statistic by the level of interaction terms in the log-
linear model for the 2017 SDR PUF
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4 Simulation Study

The purpose of the simulation study is to explore the accuracy of disclosure risk
estimates based on the GOF criteria particularly for the case of complex survey
designs and differential survey weights. We do not actually pursue the model
search strategy proposed by Skinner and Shlomo (2008) since the model search is
not the topic of the paper. Instead, we focus on the issue of volatile survey weights
and parts of the sample that have a weight of 1 or 2 and therefore do not meet the
assumptions of the original approach. We describe the simulation settings and

discuss the results for the nine simulation scenarios in turn below.

4.1 Simulation Setup

We use the 2017 SDR PUF as the population and draw a 1% sample (sample size
= 840) 1000 times by simple random sampling (SRS) and stratified sampling,
respectively. The SRS sample aligned well with the log-linear model assumptions
and was included for verification purposes. The stratified sample was selected in
two different fashions: one defined strata using two of the key variables, the other
defined strata randomly without using any key variables. Sampling weights were
calculated for each sample as the inverse of the selection probability. The
sampling weights ranged from about 2 to over 300 with a coefficient of variation
of roughly 100% for each of the samples. We fit log-linear models with the counts
in cells formed by cross-classifying eight key variables as defined in Table 1
except that the race/ethnicity variable had the categories Black and Other
combined to reduce the number of cells. The average cell size is 0.02. The log-
linear models were fit in two ways: using sample counts or weighted sample
counts. The fitted models provided estimates of the parameters 4,. We also need
to estimate m;, to obtain the disclosure risk estimates and GOF. Two approaches
were used to estimate my: (1) the estimated overall sampling rate (referred to as 7
hereafter), and (2) the estimated cell sampling rate (referred to as 7 hereafter).
The outcome measure for the simulation is the difference between the risk
estimated from the fitted log-linear model and the true risk based on the
simulation sample and population (which is the 2017 SDR PUF). A positive
difference indicates overestimation of risk, and vice versa. For risk estimates we
used 7;which is the number of sample uniques that are also population uniques.
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After running through the simulation, we examined the relative difference of risk
estimates against the GOF statistic, where the relative difference was defined as
RD = (estimated t, — true t,)/true t;. For the GOF statisticc we used the
B,/ \/V_R proposed in Skinner and Shlomo (2008). In total, there are nine simulation
scenarios as illustrated in Figure 2.

Simple Random Sample Stratified sample
1. SRS Stratifiers in
model?

Yes ( tratifiers)

eighted nweighted eighted nweighted

Estimate TTy Estimate Tt Estimate TTx Estimate Tt

2.S-W-rt 3. S-W-rty 4.5-U-nt 5. S-U-Ty 6.N-W-t 7.N-W-ry, ~ 8. N-U-mt 9. N-U-Tty
Figure 2. Nine simulation scenarios for samples drawn from the 2017 SDR PUF

Table 2 presents the number of empty and unique cells in the population and in
the first replicate of the 1000 samples used in scenarios 2-5 and scenarios 6-9,
respectively for the all two-way interaction models. Among the 47,520 cells
overall, nearly 99% are sample zeros including about 69% population zeros and
about 30% sample zeros only. The large proportion of empty cells (in particular
empty population cells) is due to drawing samples from a sample (i.e., 2017 SDR
PUF) in the simulation study. Among the non-zero sample cells, the majority are
sample uniques. We acknowledge that the highly specific design of the
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simulation study, characterized by an extremely high number of structural zeros,
a large proportion of sampling zeros, and many unique cells, makes the findings
difficult to generalize to real-world scenarios. We used the iterative proportional
fitting (IPF) approach as used by the Skinner and Shlomo (2008) to address the
structural zero issue. Any zeros in the bivariate margins (in the case of all two-
way interaction models) used for the IPF are considered structural (population)
zeros. In other words, any cells involved in the zero bivariate margins are
considered population zeros. Since the margins are estimated using weighted
sample counts, any marginal cells with population zeros are also sample zeros.

Table 2. The number of empty and unique cells in the population and in the first
replicate of the 1000 samples, based on the all two-way interaction model

Cell count Percentage of cells

Total cells 47,520 100.0%
Population zeros 32,602 68.6%
Population uniques 2,833 6.0%
Straified sample with stratifers in the key variables:
Sample zeros (including population zeros) 46,829 98.5%
Sample zero only 14,227 29.9%
Sample uniques 584 1.2%
Non-zero non-unique sample cells 107 0.2%
Straified sample with stratifers NOT in the key variables:
Sample zeros (including population zeros) 46,905 98.7%
Sample zero only 14,303 30.1%
Sample uniques 474 1.0%
Non-zero non-unique sample cells 141 0.3%

4.2 Simulation Results

For simulation results, we examine the GOF against the relative difference of risk
estimates RD for the 1,000 samples in each simulation scenario. The simulation
results for the SRS sample (Scenario 1), the stratified sample with stratifiers in
the key variables (Scenarios 2 - 5), and stratified sample without stratifiers in the
key variables (Scenarios 6 — 9) are discussed in the following three subsections in
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turn. We note some of the simulation runs failed to converge due to the limitation
of computing resources.

4.2.1 Scenario: SRS Results

For Scenario 1 (SRS sample), the simulation results for models with main effects
only and all two-way interactions are shown in Figure 3. The results show that
for the independence model, all samples have both positive GOF and positive
relative difference RD. The value of relative differences RD ranges roughly from
0.5 to 2.5, i.e., the estimated 7, (number of sample and population uniques) is
about 0.5 to 2.5 times more than the true 7, across the 1000 samples). The aver-
age estimated t, is 69 across the 1000 samples while the average true 7, is 33,
resulting in a RD of 1.1. For the all two-way interaction model, the majority of
samples have both negative GOF and negative RD, although a small proportion
of the samples have positive GOF that are less than 1.96 and negative RD. Since
SRS sample meets the assumptions of the log-linear models, the GOF performs
as expected in general. The positive RD for the independence model and nega-
tive RD in most of the samples for the all two-way interaction models suggest
that the best model lies between these two extremes. If we were to conduct the
simulation to select the most accurate log-linear model according to the signifi-
cant two-way interaction terms, the GOF and RD would both move closer to
zero. However, the issue we are addressing in this paper is not about model
search rather the variability of the weights in the complex survey design.
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Figure 3. Relative difference (RD) of risk estimates by goodness-of-fit (GOF) statistic
for 1000 simple random samples

4.2.2 Scenarios: Stratified samples with Stratifiers Included
in Log-Linear Model Results

For simulation scenarios 2 — 5, we selected stratified samples and included two
stratifiers in the eight key variables that will be used in the log-linear models. We
looked at the independence model initially, which showed clear signs of under-
fitting and high disclosure risk measures (not presented here). Figure 4 shows the
simulation results for the all two-way interaction models for the four simulation
scenarios 2 - 5. As can be seen, for scenarios S-W-mt (using weights and ) and S-
W-mik (using weights and ), almost all samples have both positive GOF and
positive relative difference RD. For these two scenarios, it is evident that the
models are under-fit and we will look at models with all three-way interactions
next. For simulation scenario S-U-mtk (using unweighted counts and ), the
majority of the samples have GOF between -1.96 and 1.96 (on average -1.16 across
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1000 samples) indicating good model fit and the relative difference RD mostly
range from -0.2 to 0 (on average -0.1, where the average true 7, is 74 across the
1000 samples). For simulation scenario S-U-7t (using unweighted counts and ),
over a quarter of the samples have GOF between -1.96 and 1.96 although their
relative difference RD is between -0.6 and -0.8. Across the 1000 samples, the
average GOF is -3.94 and average RD is -0.67 for scenario S-U-mt. The magnitude
of underestimation is more severe for scenario S-U-mt than scenario S-U-7tx across
all the samples.
-1.96 1.96

0.5+

RELATIVE_DIFFERENCE
o
o

-0.5 1

GOODNESS_OF_FIT

[SCENARIC o S-U-Pi + S-UPik x S-W-Pi_a S-W-Pik|

Figure 4. Relative difference (RD) of risk estimates by goodness of fit (GOF) statistic
for stratified sample with stratifiers included in the log-linear model: all two-way
interactions

As mentioned earlier, the models with all two-way interactions were under-fit
for scenarios S-W-mt and S-W-rtk. Therefore, we fit the all three-way interaction
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models and show the results in Figure 5. The unweighted scenarios (S-U-mt and
S-U-mik) were also included for the sake of completeness although they were not
underfit with all two-way interactions. As can be seen in Figure 5, for the majority
of samples in scenario S-W-m, although nearly all of the relative differences RD
are negative, the GOF is greater than 1.96 indicating positive bias. This shows
again that the GOF may be misleading when the model assumptions are violated.
We are most concerned about the situation where the GOF is greater than -1.96
while the risk is actually underestimated. In addition, the scenario using 7
performs worse than the scenario using 7, (i.e., many more samples in scenario
S-W-m have misleading values for GOF compared to scenario S-W-mi). This is not
surprising since fi; is a more accurate estimator of the cell sampling rate
compared to # when stratifiers are used in the models. Also for the scenario S-W-
T, nearly half of GOF is less than -1.96, indicating the all three-way interaction
model is over-fitted. Satisfactory results are more likely if we were to use only the
significant three-way interaction terms for this scenario. However, model-search
is not the focus of this paper. Instead, the comparison between the all two-way
and all three-way interactions models are used to illustrate whether the evolution
from overestimation to underestimation of risk (within the variability of the
criterion) is the same for all the modelling choices under the assumed scenarios.
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Figure 5. Relative difference of risk estimates (RD) by goodness-of-fit (GOF) statistic
for stratified sample with stratifiers included in the weighted log-linear model: all
three-way interactions

4.2.3 Scenarios: Stratified samples with Stratifiers Not
Included in Log-Linear Model Results

For simulation scenarios 6 — 9 in Figure 2, we selected stratified samples but did
not include the stratifiers in the eight key variables that were used in the log-
linear models. The average true t; is 27 across the 1000 samples for the four
scenarios. Figures 6 shows the simulation results for log-linear models under the
all two-way interactions. Compared to simulation scenarios 2 — 5 which included
stratifiers in the log-linear model, the range of relative differences RD for
scenarios 6 —9 is much larger. This is because we are not able to estimate correctly
the m; and A if we do not include design variables in our log-linear modelling.
Among simulation scenarios 6 — 8 (N-W-m, N-W-mtx and N-U-m), the majority of
samples have GOF greater than -1.96 corresponding to positive relative difference
(RD) or GOF less than -1.96 corresponding to negative RD, which is as expected.

TRANSACTIONS ON DATA PRIVACY 19 (2026)



100 Lin Li, Jianzhu Li, Tom Krenzke

However, for scenario 8 (N-U-7x) we see many samples have GOF less than -1.96
while RD is positive. The average GOF is -0.24 and -1.26 and average RD is 0.61
and 0.65 for scenarios N-W-mt and N-W-m, respectively. The average GOF is -4.59
and -2.56 and average RD is -0.16 and 1.18 for scenarios N-U-rt and N-U-m,
respectively. Since it is unclear which scenario performs better, we computed the
percentage of samples with GOF consistent with the relative difference RD (i.e.,
GOF greater than -1.96 corresponds to zero or positive difference, vice versa) as
shown in Table 3. The percentage for scenarios using f; (N-W-m and N-U-m) is
smaller than those using 7 (scenarios N-W-mt and N-U-mt), which is the opposite
from what we saw in Section 4.2.2 under simulation scenarios 2 — 5. Because these
scenarios did not include stratifiers in the variables used in the log-linear models,
T is not a reliable estimate of the cell sampling rate due to differential weights
and small cell size. In addition, Table 3 shows that fitting a model with weighted
sample counts perform better than fitting a model with unweighted sample
counts when stratifiers are not included in the log-linear model.

Figure 7 illustrates the simulation results for log-linear models with all three-
way interactions. Both unweighted scenarios (N-U-7t and N-U-r) show clear
signs of overfitting with most of the sample having GOF less than -1.96 and
negative RD. For the weighted scenarios (N-W-m and N-W-m) it is unclear from
the figure which scenario performs better. Therefore, we show the percentage of
samples with GOF consistent with the relative difference RD in the rightmost
column of Table 3. The percentage for the scenario N-W-mi is higher than that for
the sceario N-W-m, consistent with the results from all two-way interaction
models. The percentage is similar between the two unweighted scenarios (N-U-
mt and N-U-7tx) because the models are so much overfitted that almost all their
GOFs are less than -1.96.
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Figure 6. Relative difference of risk estimates (RD) by goodness-of-fit (GOF) statistic
for stratified sample without including stratifiers in log-linear models: all two-way
interactions
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Figure 7. Relative difference of risk estimates (RD) by goodness-of-fit (GOF) statistic
for stratified sample without including stratifiers in log-linear models: all three-way

interactions

Table 3. Simulation scenarios 6 — 9: Percentage of samples with goodness of fit
(GOF) consistent with the sign of relative difference (RD) for log-linear models
under all two-way interactions and all three-way interactions

Percent out of 1000 samples

Weights where GOF consistent with

Stratifiers usedin  Estimate sign of RD

in key model of sample Alltwo-way All three-way
Scenario  variables fitting fraction interactions  interactions
6 N-W-m_ No Yes i 83% 92%
7N-W-m«  No Yes Ty 73% 84%
8N-U-nt_ No No i 61% 97%
9N-U-m«  No No Ty 55% 97%
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5 Application

The simulation results in Section 4 showed that GOF performed better when
design variables were included in the log-linear modelling. To verify the
simulation findings in a real application, we fitted log-linear models using the
2019 cohort only (i.e., the new cohort sample entering in 2019) of the 2019 SDR
sample restricted use file (RUF). We included only the 2019 cohort of the 2019
SDR RUF because it was selected with a new stratification scheme and the
corresponding sampling strata were available for us to use. The strata for the
other cohorts in 2019 SDR RUF are not available, as was the case for 2017 SDR
PUF. The sampling strata for the 2019 cohort consist of 308 levels by crossing the
77-level detailed field of study with gender (2 levels) and under-represented
minority status (URM, 2 levels). Sampling weights were used to estimate the
disclosure risk of re-identification. The CV of the weights for the 2019 cohort is
about 78%, which is lower than the CV of weights for the 2017 SDR PUF at about
109%. Three runs of log-linear models were conducted by including different
levels of complete information about the sampling strata. Table 3 shows the
following for each log-linear model run: the model covariates, average cell size,
GOF for the iy, and & approaches separately, and the ratio of risk estimates
between these two approaches. We note that we are not able to provide the
disclosure risk estimates themselves due to confidentiality reasons. The values of
GOF and risk estimates are based on models with all two-way interactions and
models with all three-way interactions.

From Table 4, Run 1 included gender and race/ethnicity (which can be used to
derive URM), but not field of study. Run 2 replaced employer sector (EMSECDT)
by the field of study with 26 categories (NSDRMENTOD). Run 3 replaced the 26-
category field of study by the one with 77 categories (NSDRMEDTOD). In
summary, Run 1 aggregated the 308 strata into 4 strata (gender by URM), Run 2
aggregated them into 104 strata (gender by URM by 26-category field of study),
and Run 3 provided the complete 308 strata (gender by URM by 77-category field
of study). By comparing results of the three runs, we can see how sensitive the
GOF is to different levels of information on design variables.

Based on models with all two-way interactions, for Run 1, the GOF with the 7t
approach was 3.16 indicating under-fit (and over- estimation of risk), while the
GOF with the T, approach was 1.28 indicating a good model fit and less bias in
the disclosure risk estimates. However, the ratio of risk estimates between 7 and
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fixwas less than 1, i.e., the risk estimate from the &t approach was smaller than the
estimate from the T, approach. This pattern continued for Run 2 and Run 3. For
Run 2, when the 26-category field of study was included in the all two-way
interaction model, the GOF using T increased to almost 6 (indicating under-fit
and over-estimation of disclosure risk), while the GOF for the ), approach was
slightly over 2 (indicating a better fit of the log-linear model). Finally, for Run 3,
the GOF using Tt was still almost 6 (indicating under-fit and over estimation of
disclosure risk), while the GOF for the T approach dropped to slightly under 0
(indicating a good fit of the log-linear model). Similar to Run 1, the disclosure risk
estimates for Run 2 and Run 3 using the Tt approach were smaller (although their
GOFs indicate over- estimation) compared to the disclosure risk estimates from
the Tt approach.

For models with all three-way interactions, the ratio of risk estimates between
1 and fwas also less than 1 for all three runs, i.e., the risk estimate from the Tt
approach was smaller than the estimate from the T, approach.

The poor performance of Tt approach for models with more complete design
information confirms what we found in the simulation, i.e., the T, approach
performed better when strata were included in the model. Furthermore, with the
Tty approach, GOF seems to perform well as long as some design information are
included in the log-linear modelling, although it performed best when complete
design information is included.
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Table 4. Log-linear model runs for the 2019 cohort of 2019 SDR RUF
Variable name Label Runl Run2 Run 3
ACADADMN Academic position: dean or J N J
president, 3 categories
AGEGRP Age group: 5-year intervals
(bottom coded), 10 \ \ \/
categories
BTHUS Place of birth: U.S./Non-U.S,, J J J
2 categories
CHTOTPB Total number of children: 1
child/2 or more children, 3 v \ \
categories
GENDER Gender, 2 categories v v
GOVSUP Federal government support J N J
indicator, 3 categories
EMSECDT Employer sector, 9 categories M
RACETHMP Race/ethnicity, 5 categories V V V
NSDRMENTOD  Field of study for first U.S.
S&E or health PhD, 26 v
categories
NSDRMEDTOD  Field of study for first U.S.
S&E or health PhD, 77 v
categories
Average cell size: 0.13 0.05 0.02
Models with all GOF for 7t approach: 3.16 5.87 5.64
two-way GOF for ), approach: 1.28 2.12 -0.13
interactions Ratio of risk estimate using 7t
approach to the risk estimate ~ 0.87 0.92 0.95
using Tt approach:
Models with all GOF for 7 approach: 2.43 2.59 -2.99
three-way GOF for 1), approach: 0.10 -1.07 -11.61
interactions Ratio of risk estimate using Tt
approach to the risk estimate ~ 0.83 0.90 0.90

using T, approach:
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6 Conclusions

We raised three research questions in the introduction in Section 1 and searched
for answers through applying theory in practice and conducting simulations, as
described in Section 4 with an application in Section 5. We summarize our find-
ings to the three research questions in turn.

Research question 1: What are the likely violations of the log-linear modeling
assumptions when implementing in sample surveys with complex designs?

The log-linear modeling and goodness-of-fit criteria approach developed by
Skinner and Shlomo (2008) provides a scientific means to quantify the individual-
level and file-level risk of re-identifying individuals in published microdata files
from surveys under the disclosure risk scenario that intruders can link the survey
data to other population data containing common quasi- identifying information.
However, the validity of this approach relies on certain assumptions. It assumes
that the sample is drawn by Bernoulli sampling and individuals in each cell
formed by the model covariates have the same known inclusion probability. In
applications, this assumption may be seriously violated when the survey design
variables are not appropriately incorporated into the log-linear modelling (either
because the design variables are not available, or because the sample design is
too complicated to be accounted for). It is a logical consequence that complex
survey design and unequal weighting will cause violations of the log-linear
modeling assumptions. However, it does not mean that practical interventions
on the survey design and weighting should be done to better meet the model
assumptions.

Research question 2: For common violations of assumptions, is the GOF
statistic still a good indicator of disclosure risk estimates being too high or too
low? If not, what is the impact on the bias associated with the risk estimates? How
can the bias be reduced?

As shown in the simulation results in Section 4, unless the sampling rates are
similar across all sampled units (indicated by a small CV of the survey weights),
the stratifying variables of the survey must be included as one of the model
covariates in the log-linear modelling, even when the stratifiers do not seem to be
highly disclosive. If a stratifier is not available, some variables related to the
stratifier can be included in the model. For a survey with a large CV due to
unequal selection probabilities in strata, if the stratifiers are not included in the
log-linear model, the GOF can be misleading. Using the misleading GOF as
guidance to select the log-linear model may result in biased disclosure risk
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estimate. It would be helpful to check the robustness of the risk estimates through
a sensitivity analysis. The simulation study itself illustrated a possible sensitivity
analysis by using four different approaches to estimate the cell sampling rate and
fit the log-linear model, and including more or fewer interaction terms into the
model. Given the importance of allowing for complex sample designs and
stratifying variables that may violate the assumptions of the probabilistic
modelling, we recommend conducting sensitivity checks and being conservative
in the disclosure risk assessment.

Research question 3: What guidance can be given to achieve a better estimate
of file-level re-identification risk in survey microdata?

When the stratifiers are used as a model covariate in the log-linear modelling,
using fi), to estimate cell sampling rate works more reliably than 7 for model
selection and disclosure risk estimation. If the sampling rates across strata do not
have a large variation, the # approach can be used for model selection estimation
if the survey design variables are not available in the dataset. It needs to be
distinguished the case where the stratifiers are known to the intruder and are
released with the data file, and the case when they are not. In the former case, the
risk may become high if the stratifiers are disclosive. Including stratifiers in the
log-linear modelling might also cause sparsity problems in the contingency tables
if there are a large number of strata. In the latter case, the f approach can be used
for model selection estimation if the sampling rates do not have a large variation.
But in the case that the CV is large and some or all the stratifiers are not available,
the log-linear modeling approach should be used with caution since the
estimated disclosure risk can be biased. It is recommended using a conservative
risk estimate or seeking other methods for disclosure risk estimation.

We also offer some practical recommendations on how to select variables in
order to provide meaningful disclosure risk estimates. First, since disclosure risk
estimates can be sensitive to the number of variables and levels of each variable
used in the log-linear modelling, a reasonable assumption is needed for the level
of detailed information available to intruders. The model covariates may include
quasi-identifiers that can be publicly available or obtainable in external sources,
such as geographical variables; demographic variables (e.g., age, sex,
race/ethnicity); and sensitive attributes (e.g., disability, income). Some categories
of these quasi-identifiers may be combined if they are indistinguishable or may
not convey useful information (e.g., combine the categories such as “unknown”
and “others,” recode continuous age into 2-year intervals). If there are design

TRANSACTIONS ON DATA PRIVACY 19 (2026)



108 Lin Li, Jianzhu Li, Tom Krenzke

variables that lead to large variations in the sample selection probabilities, they
should be included in the model variables as well. Since assuming that an
intruder knows a large number of quasi- identifiers may overstate the disclosure
risk, the number of variables can be reduced by choosing one variable to
represent a group of similar variables. If, after the disclosure risk assessment, it is
decided that the disclosure risk is too high and some treatment needs to be
applied to a chosen variable for disclosure risk reduction, the same treatment
needs to be applied to other similar variables as well. After deciding on the key
variables used in the log-linear modelling, it is helpful to check the average cell
size in the cross-tabulation of all the selected key variables. A very small average
cell size may indicate that too many key variables or detailed categories are
included in the model and the iterative proportional fitting process of the model
will not converge. A general rule of thumb is to ensure that the average cell size
is at least 0.01.

There are many relevant potential topics for future research. As mentioned in
Section 2, this paper is limited to one of the two risk measures 7; and the GOF
statistic B;/ \/V_R with the robust variance estimate. It would be interesting to
explore whether the other risk measure 7, and other versions of the GOF statistics
with more exact variance estimates follow the same patterns of model selection
to obtain unbiased risk estimates. In addition, our simulation did not search for
significant interaction terms for the log-linear models to select the most
appropriate log-linear model, rather we looked at the independence and all two-
way or all three-way interaction models to assess the usefulness of the GOF which
is the topic of this paper. The selection of significant terms, although computer
intensive, could be explored further to find the best-fitted log-linear model.

Our simulation looked at stratified simple random samples, which may be used
in school surveys, teacher surveys and business surveys. However, in household
surveys cluster samples are often used instead. It would be helpful to investigate
cluster sampling designs in the future. Finally, this paper examined the bias of re-
identification risk estimates. An interesting topic for future research would be to
estimate variance for the risk estimates as well.
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