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Abstract. Differentially-private stochastic gradient descent (DP-SGD) represents the de-facto stan-
dard for privacy-preserving training of neural networks (NNs) under the differential privacy (DP)
model. Its canonical formulation assumes that both the input features and the corresponding labels
of training instances require protection. Newer developments explore scenarios in which only the la-
bels are private, while the features are public. Doing so decreases the amount of required noise, lead-
ing to improved model accuracy. We investigate a complementary and underexplored setting where
labels are non-sensitive, but the input features contain private information. Instead of perturbing
gradients, our proposed methodology for training private NNs adds noise at a designated sanitiza-
tion layer within the network. We analyze key architectural and algorithmic trade-offs inherent in this
design and demonstrate how modifying the network architecture to reflect these considerations can
lead to improved predictive performance. We also devise two adaptive algorithm optimizations: the
first one identifies early stopping conditions in the learning process in order to save privacy budget
and boost the protection strength; the second customizes the clipping threshold at each learning it-
eration in order to improve accuracy. Extensive experiments on real data show that our approach
significantly outperforms the DP-SGD baseline.

1 Introduction

The privacy threats that arise when neural networks (NNs) are trained on large-scale datasets
containing individual-level information are well-understood [1]. Trained models are vul-
nerable to inference attacks, where sensitive personal attributes may be disclosed when
models are queried. One way to address this threat is by employing Differential Privacy
(DP) [2], which provides formal guarantees on individuals’ data protection.

A common approach to training NN models is stochastic gradient descent (SGD), which
adjusts model parameters by minimizing the discrepancy between predicted and true la-
bels through back-propagation (see Section 2.2). Conventional SGD assumes both input
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features and corresponding labels are publicly available [3]. Its differentially-private coun-
terpart DP-SGD [4] addresses privacy risks as illustrated in Figure 1b. DP-SGD introduces
two critical modifications: (1) gradient clipping to bound sensitivity, a core DP concept that
influences the scale of injected noise (further discussed in Section 2.1), and (2) the addition
of calibrated noise to the clipped gradients to ensure privacy.

The space of privacy-preserving NN training approaches can be illustrated using the
quadrant representation of Figure 1a. The axes capture whether features and labels are
sensitive or not. Conventional SGD and DP-SGD represent opposing cases of the privacy
spectrum: SGD provides no privacy protection, whereas DP-SGD ensures the privacy of
both input features and labels. A third category emerged recently, where input features are
non-sensitive, but the labels are private [5]. The label information is obfuscated, based on
the premise that while features might be observable or known to adversaries, the relation-
ship to their labels is sensitive. This adjustment reduces the noise burden and can yield
improved model accuracy.

Despite the progress in label-private learning, another relevant yet underexplored set-
ting arises when the labels are public, but the input features require protection. For in-
stance, consider an online platform where pseudonymous users assign ratings to products.
The rating values (labels) are public, while users may wish to keep personal characteris-
tics—such as age, gender, ethnicity, income, or education—confidential. Similarly, in clin-
ical datasets documenting treatment outcomes (e.g., changes in blood sugar or quality-of-
life scores), the labels may be intentionally shared, whereas sensitive features, including
genetic profiles or lifestyle data, demand stringent privacy safeguards.

(a) Private training taxonomy (b) DP-SGD Overview

Figure 1: Private NN Learning Taxonomy and DP-SGD
We introduce a novel privacy-preserving technique that departs fundamentally from the

conventional DP-SGD framework. While DP-SGD enforces privacy by injecting noise into
the gradients—a critical juncture in the training pipeline—this approach often compro-
mises utility by suppressing valuable learning signals. In contrast, our method introduces
noise at an intermediate layer within the network, which we designate as the sanitization
layer. This design permits greater retention of informative representations downstream.

We systematically analyze key architectural parameters, particularly the placement and
dimensionality of the sanitization layer, which directly influence the privacy-utility trade-
off. By exploring these factors, we propose a set of NN design adaptations aimed at en-
hancing model performance while adhering to differential privacy constraints.
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Next, we focus on two adaptive optimizations that focus on reducing privacy budget con-
sumption and improving accuracy1. NN training is often performed over a large number
of iterations, and each iteration requires expending the scarce privacy budget. In some
cases, continuing training after a certain point does not significantly improve accuracy.
Therefore, if one devises an appropriate training stop condition, significant privacy budget
savings can be achieved. In DP-compliant computation, the privacy budget ε is a strict
bound that must never be exceeded, such that the required amount of protection is guaran-
teed. Saving privacy budget is important for two reasons. First, building an accurate model
requires more stages than just iterative SGD, such as data pre-processing and tuning. To
obtain accurate models, such steps may also need to access the data, hence the privacy
budget ε must be split among these stages and iterative SGD, according to the sequential
composition property of DP [2]. If the iterative SGD step consumes less privacy budget,
then more becomes available to the other stages, improving overall accuracy. Second, even
when other stages are not required, or they do not consume budget (e.g., they are data
independent), performing fewer iterations and stopping early means that the resulting pri-
vacy achieved by the algorithm is higher than the input bound, hence the resulting model
provides a higher protection level than the one requested at the same level of accuracy,
which is also desirable. Therefore, we focus on lowering budget consumption during iter-
ative SGD using early stopping. Since the stop condition depends on the parameters of the
current training step, one has to carefully devise the stopping strategy, such that it does not
violate the privacy constraint. We propose such an adaptive stopping condition.

Furthermore, the amount of noise added in each iteration in order to achieve DP protec-
tion is important in improving accuracy. Specifically, in some iterations, the NN parameter
values are large, hence they may be less affected by the noise magnitude, whereas in other
iterations the amount of noise obliterates learning ability. We propose a customized strat-
egy for clipping threshold adaptation, which uses information from previous rounds to
infer an appropriate threshold to use in the current round. Adapting the noise magnitude
can significantly improve the accuracy and convergence of NN training.

Our main contributions are as follows:

• We formalize a novel variant of the private neural network training problem, wherein
labels are assumed to be public while input features remain sensitive. This completes
the exploration of all four configurations in the feature/label privacy quadrant for
NN training.

• We propose an alternative to the standard DP-SGD approach by introducing a pri-
vacy mechanism that applies calibrated noise to the outputs of a specifically desig-
nated sanitization layer within the network, rather than to the gradients.

• We investigate how architectural choices—particularly the location and dimension-
ality of the sanitization layer—impact model performance under differential privacy
constraints.

• We devise a novel training stop condition that uses sanitized information from pre-
vious iterations to determine privately whether continuation of training is likely to
significantly improve accuracy; if not, an early stopping condition is triggered, which
provides significant privacy budget savings.

1This submission is an extended version of our conference article published in [6]. The additional research con-
tent consists of the adaptive techniques for stopping and clipping threshold selection, including the corresponding
analysis and experimental evaluation. Sections 5, 6.3 and 6.4 are entirely new.

TRANSACTIONS ON DATA PRIVACY 19 (2026)



4 Islam A. Monir, Muhamad I. Fauzan, Gabriel Ghinita, Mohamed M. Abdallah

• We propose an adaptive technique for clipping threshold selection which chooses
at each iteration a value that is appropriate for that training step. The decision is
made based on analyzing the parameter evolution from previous iterations in a DP-
compliant fashion.

• We conduct comprehensive empirical evaluations on real-world datasets, demon-
strating that our proposed technique, along with its adaptive architectural enhance-
ments, consistently outperforms baseline approaches.

The remainder of this paper is organized as follows. Section 2 introduces the preliminary
concepts and formal definitions required for our approach. Section 3 surveys related work
in differential privacy and neural network training. Our proposed methodology is detailed
in Section 4. Section 5 presents adaptive optimization strategies, including mechanisms
for early stopping and clipping threshold selection. Section 6 provides a comprehensive
empirical evaluation comparing our method against established benchmarks. Finally, Sec-
tion 7 concludes the paper and outlines potential directions for future research.

2 Background

2.1 Differential Privacy

Differential privacy (DP) offers a formalism for statistical disclosure control, ensuring that
the presence or absence of a single individual in a dataset has a provably limited influ-
ence on the outcome of a computation. This is achieved through the injection of calibrated
randomness, thereby constraining adversarial inference.

Definition 1. A randomized algorithm A : D → R satisfies (ε, δ)-differential privacy if
for any two neighboring datasets D1,D2 ∈ D differing in at most one record, and for any
measurable subset S ⊆ R, the following holds:

Pr[A(D1) ∈ S] ≤ eε Pr[A(D2) ∈ S] + δ (1)

This inequality bounds the multiplicative and additive differences in output distributions
over neighboring inputs, thereby shielding individual-level information. The parameter
ε > 0 governs the privacy loss and is commonly referred to as privacy budget, while δ ∈ [0, 1)
quantifies the permissible probability of failure of the privacy guarantee [2, 4, 7].

Central to the design of DP mechanisms is the concept of sensitivity, which captures the
worst-case effect of a single input perturbation on the function’s output.

Definition 2. Let ϕ : D → Rd be a deterministic function. Its ℓ2-sensitivity, denoted ∆2(ϕ),
is defined as:

∆2(ϕ) = sup
D1∼D2

∥ϕ(D1)− ϕ(D2)∥2 (2)

One of the most widely adopted DP mechanisms, particularly in gradient-based optimiza-
tion, is the Gaussian mechanism [4]:

Definition 3. Let ϕ : D → Rd have ℓ2-sensitivity ∆. The Gaussian mechanism perturbs the
output of ϕ by adding isotropic Gaussian noise: A(D) = ϕ(D) + z, where z ∼ N (0, σ2Id).
Then A satisfies (ε, δ)-DP provided:

σ ≥
∆
√
2 ln(1.25/δ)

ε
(3)
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2.2 DP-SGD

Stochastic Gradient Descent (SGD) remains the dominant paradigm for training neural net-
works, particularly in large-scale supervised learning. It iteratively refines model param-
eters θ by computing the gradient of a loss function over mini-batches of the training set.
The canonical update rule is:

θt+1 = θt − η · ∇L(θt;x
(i),y(i)),

where η denotes the learning rate, and L is the empirical loss over batch (x(i),y(i)) [8, 3].
Differentially Private SGD (DP-SGD) [4] modifies this process by applying a two-step

privacy-preserving transformation to each gradient: (1) clipping, to ensure bounded ℓ2-
sensitivity; and (2) noise addition, via the Gaussian mechanism (Eq. (3)). This design is
illustrated in Figure 1b, where privacy enforcement is localized at the gradient level—a
bottleneck in the learning pipeline.

A major challenge in applying DP to iterative algorithms such as SGD stems from the
cumulative nature of privacy loss across training steps. According to the standard sequential
composition theorem [9], the overall privacy budget grows approximately as the sum of the
per-iteration budgets, resulting in rapid budget exhaustion during long training processes.
The cumulative privacy cost under this conventional composition can be approximated as:

εtotal ≈

√√√√2

k∑
t=1

ln(1.25/δ)

σ2
t

, (4)

where σt denotes the Gaussian noise scale at iteration t, and k is the total number of
training iterations. This formulation reflects the linear accumulation of privacy loss and
highlights the scalability limitation of naive composition.

To mitigate this issue, Abadi et al. [4] introduced the Moments Accountant (MA) frame-
work, which provides a substantially tighter accounting of privacy loss by tracking higher-
order moments of the privacy random variable. The MA framework exploits the random-
ness induced by Poisson subsampling—a process in which each record is independently in-
cluded in a training batch with a fixed probability. This stochastic sampling reduces the
expected contribution of any individual record to the gradient computation, thereby low-
ering the effective privacy loss per iteration. Combined with Gaussian noise addition, this
yields significantly improved privacy bounds, allowing DP-SGD to achieve strong differ-
ential privacy guarantees even over many training epochs.

3 Related Work

The seminal contribution of Abadi et al. [4] introduced both the DP-SGD algorithm and
the Moments Accountant framework for tighter privacy budget tracking. Since then, a
range of follow-up studies have proposed refinements and extensions aimed at enhanc-
ing model utility under differential privacy constraints. The work in [10] introduces the
Gradient Index Pruning (GIP) mechanism as a solution, which involves pruning gradients
while preserving essential components to reduce their sizes. This strategic approach leads
to a remarkable 12% accuracy boost over state-of-the-art methods. Several recent studies
have explored adaptive strategies for privacy budget allocation and optimization in dif-
ferentially private learning. Zhang et al. [11] and Koskela et al. [12] propose mechanisms
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in which the magnitude of noise varies across training iterations. In particular, [11] intro-
duces a decaying noise schedule in which Gaussian noise added to gradients diminishes
over time, while [12] adjusts the learning rate dynamically in response to estimated er-
rors, thereby improving training stability under DP constraints. Chen et al. [13] present a
private backtracking line search algorithm that allocates privacy budget based on the esti-
mated reliability of noisy gradients and loss values, mitigating the risk of over-consuming
the budget. More recently, DiceSGD [14] addresses bias introduced by gradient clipping
by incorporating an error-feedback mechanism to guide the adaptive selection of clipping
thresholds, effectively reducing clipping-induced distortion.

A recent survey studied different adaptive techniques and their influence on the privacy-
utility tradeoff [15]. Included in the study are different adaptation strategies for selecting
clipping thresholds. One such approach was presented in [16], where the authors high-
lighted the difficulty of selecting a suitable clipping threshold C, especially for multiple
layers. They proposed that the clipping bound for the current batch be scaled proportion-
ally to the ℓ2 norm of the previous batch, using a constant factor α. He et al. [17] proposed
an adaptive clipping method using quantile estimation for per-layer clipping. A small
fraction (1%-10%) of the privacy budget estimates the target quantile, setting thresholds
C1, ...., CK . The thresholds are adjusted based on the number of gradients clipped before
each update.

The role of normalization techniques in improving model utility under differential pri-
vacy has also been investigated. Davody et al. [18] examine the effect of incorporating
batch normalization within the DP-SGD framework and demonstrate that it can partially
offset the loss in accuracy typically induced by noise injection. More recently, Nguyen et
al. [19] propose Batch Clipping (BC) and Adaptive Layerwise Clipping (ALC) as alternative
strategies to further enhance model accuracy and accelerate convergence. These methods
adjust clipping norms either at the batch or layer level, enabling more fine-grained control
over the noise-utility trade-off.

The studies in [20, 21] examine the influence of hyperparameters on model performance
under DP-SGD and propose methods for their efficient tuning. The study in [20] system-
atically explores various hyperparameters, encompassing activation functions, learning
rates, and normalization techniques. Notably, the authors scrutinize the impact of using
Bounded RELU as an activation function in DP-SGD, revealing its potential to enhance
utility without compromising privacy—a crucial finding in the privacy-utility trade-off
landscape. In [21], the authors propose three automated hyperparameter tuning strate-
gies—evolutionary search, Bayesian optimization, and reinforcement learning—for im-
proving performance under DP-SGD. Experimental evaluations show that these methods
yield significant accuracy gains compared to conventional grid search. Among them, evo-
lutionary and Bayesian approaches strike the best balance, achieving high model utility
while minimizing privacy leakage.

Cheng et al. [22] present a framework that combines differentially private learning with
neural architecture search. Their approach automates the discovery of model architectures
well-suited for private training by embedding DP-aware evaluation into the search process.
Similarly, Remerscheid et al. [23] introduce SmoothNet, a specialized neural architecture
designed to enhance learning under differential privacy. The study identifies architectural
elements contributing to robust performance and demonstrates that SmoothNet outper-
forms standard models on benchmark datasets in both accuracy and stability.

Several recent works support individualized privacy requirements within the DP frame-
work, particularly focusing on DP-SGD [24, 25]. Methods such as privacy-aware sam-
pling, grouping, and individualized noise scaling allow for personalized differential pri-
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vacy (PDP) [15], enabling the allocation of larger privacy budgets to less sensitive data
points while preserving stricter privacy for others. This approach improves utility by tai-
loring privacy mechanisms to the sensitivity of individual data points, thereby enhancing
model accuracy without compromising privacy.

More closely related to our approach, label differential privacy (label-DP) [5, 26] addresses
settings in which only the labels of training data are considered sensitive. These works fo-
cus on training models that satisfy label-DP guarantees, often leveraging unsupervised
or semi-supervised learning paradigms. By tailoring noise injection to the label space,
they achieve the same level of privacy with reduced noise compared to standard DP-SGD,
thereby enhancing the privacy-utility trade-off. In contrast, our work considers the in-
verse scenario: training on datasets where input features are private and labels are publicly
known. We additionally investigate how architectural decisions—particularly the place-
ment and design of intermediate layers—influence model accuracy under this privacy
regime.

4 Proposed Approach

We propose a privacy-preserving training methodology tailored to settings where input
features are private and labels are public. This design raises several key questions that we
address in this section:

1. Where should DP-compliant noise be applied in the NN pipeline? DP-SGD adds noise at
the gradient level, exploiting its role as a chokepoint to control sensitivity. While
effective for protecting labels, this placement imposes unnecessary constraints when
labels are public. We instead introduce a sanitization layer, allowing greater flexibility
in managing the impact of noise on model performance.

2. How should sensitivity clipping be implemented? Traditional DP-SGD uses ℓ2-norm clip-
ping on gradients, which causes all gradient elements to be scaled uniformly. This al-
lows outliers to disproportionately influence updates. In contrast, we apply element-
wise clipping at the sanitization layer, reducing the impact of outliers and introducing
a trade-off between sensitivity and accuracy (see Section 4.3).

3. How should the NN architecture be adapted for an optimal privacy-utility trade-off? The
flexibility in selecting both the sanitization layer’s location and its dimensionality
introduces several design choices that significantly influence model performance. We
explore these in detail.

4.1 Sanitization Layer

Before introducing our sanitization layer approach, we first provide a concise description of
the serious limitation introduced by DP-SGD’s clipping approach. As noted in Section 2.2,
DP-SGD enforces privacy by clipping and perturbing gradients, leveraging the gradient’s
role as a chokepoint in the neural network (NN) pipeline. While this choice is convenient,
as it is easy to quantify and control the sensitivity of the computation, and it does reflect
for the influence of both features and labels, it is also quite inflexible. Specifically, DP-SGD
performs global ℓ2-norm clipping, where all elements of the gradient vector are uniformly
scaled down to limit the overall norm. This can lead to substantial accuracy degradation,
especially when the gradient contains outliers.
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Figure 2: Proposed Sanitization Layer Approach
Specifically, a single gradient component with disproportionately large magnitude will

dominate the norm. In such cases, ℓ2-norm clipping reduces all components by the same
factor, equal to the ratio between the threshold C and the original norm, effectively sup-
pressing all the information from the entries with smaller magnitudes, an aspect also noted
in [4].

Our method adopts a different strategy. Rather than perturbing gradients, we apply clip-
ping and noise addition earlier in the pipeline at a designated sanitization layer, as illus-
trated in Figure 2. This layer, placed prior to gradient computation, produces a set of
sanitized values whose dimensionality equals the layer width. These values are subse-
quently propagated forward through the network, allowing for richer information flow
during learning.

We also replace global ℓ2-norm clipping with element-wise clipping, where each component
is independently bounded and perturbed. This prevents outliers from disproportionately
influencing the entire layer output and contributes to improved stability and faster conver-
gence.

A critical design decision is the placement of the sanitization layer. Applying noise too
early in the network (e.g., near the input layer) can degrade performance, as noise com-
pounds through successive layers. To mitigate this, we perform sanitization at the output
of the penultimate layer. This placement offers two advantages: (i) it minimizes the prop-
agation of injected noise and preserves the integrity of downstream computations, and (ii)
it ensures the layer is sufficiently wide to dilute the effect of individual noisy components.
The relationship between layer width, sensitivity, and accuracy is further analyzed in Sec-
tion 4.3.

4.2 Bounding Sensitivity and Adding Noise

As outlined in Section 2.2, differential privacy (DP) must be enforced at each training epoch
to protect individual contributions in the dataset. In our method, this is achieved by inject-
ing calibrated noise into the output of a designated sanitization layer during each training
iteration.

Directly computing the sensitivity of a neural network layer is analytically intractable
due to its high dimensionality and non-linear structure. To address this, we follow the
standard approach of imposing a deterministic upper bound on sensitivity via clipping.
Specifically, let n denote the width of the sanitization layer, and let x represent its output.
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We apply element-wise clipping with a threshold C, which ensures that each component of
x is individually bounded. In contrast to DP-SGD’s global ℓ2-norm clipping of the gradient,
this approach prevents any single component from disproportionately affecting the overall
sensitivity.

Given element-wise clipping across n dimensions, the resulting ℓ2-sensitivity of the layer
output becomes C

√
n. To satisfy (ϵ, δ)-DP, we add noise drawn from a Gaussian distribu-

tion with variance scaled accordingly:

Noise ∼ N (0, C2σ2n),

where σ is the noise multiplier determined by the desired privacy parameters.
This element-wise perturbation strategy offers two principal advantages over gradient-

level DP-SGD:

1. Noise robustness. In contrast to DP-SGD, where noise directly perturbs the gradient
and can distort the parameter update, our approach injects noise into the forward
pass at the sanitization layer. This results in larger gradient magnitudes during back-
propagation, prompting the model to adjust its parameters to compensate for the
noise. Rather than degrading the update, the noise encourages the network to learn
more robust representations, thereby enhancing convergence and stability.

2. Outlier resilience. By applying clipping to each element individually, our approach
explicitly constrains the influence of outliers. In DP-SGD, a single outlier can skew the
global gradient norm, forcing excessive downscaling of all components. In contrast,
element-wise clipping localizes the impact, preserving a greater portion of the signal.

4.3 Design Choices and Tradeoffs

We examine the privacy-accuracy trade-offs inherent in our method and investigate how
neural network architectural adaptations can be leveraged to enhance model accuracy un-
der differential privacy constraints.

4.3.1 Choosing Sanitization Layer Width.

Selecting an appropriate width n for the sanitization layer is critical for achieving an op-
timal privacy-utility balance. Increasing n initially improves accuracy, as it allows richer
feature representations to flow into gradient computation while reducing the effect of in-
dividual outliers due to element-wise clipping. However, since the sensitivity of the layer
output grows proportionally to

√
n under element-wise clipping, larger values of n also

increase the magnitude of noise required for differential privacy. Excessive noise can de-
grade the model’s ability to detect meaningful patterns, potentially resulting in overfitting
or underfitting.

We observe that n must be sufficiently large to retain enough feature information for the
model to converge effectively. At the same time, it must be constrained to avoid exces-
sive noise amplification. To balance these factors, we adopt a funnel-shaped architecture,
wherein a series of fully connected layers gradually reduce dimensionality to the target
width n of the sanitization layer. Specifically, we include layers with widths 8n, 4n, 2n, and
n, respectively. The output layer is then sized according to the number of target classes in
the dataset.
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This architectural design, illustrated in Figure 3, serves two purposes: it concentrates fea-
ture abstraction as the network deepens, and it enables the application of DP noise to a
compact, informative feature set. The progressive narrowing of the feature space ensures
that the information retained at the sanitization layer is both concise and expressive, while
helping to mitigate the adverse impact of noise on model accuracy.

Figure 3: NN Architecture Customization with Funnel-shape Structure of Layers

4.3.2 Choosing Clipping Threshold.

Determining an appropriate clipping threshold C is essential to balancing privacy and
model utility. A low threshold constrains the sensitivity of the sanitization layer output,
which in turn reduces the scale of the Gaussian noise required for differential privacy.
However, this benefit comes at the cost of aggressive truncation of feature values, poten-
tially discarding meaningful information and impairing model accuracy.

On the other hand, a higher clipping threshold allows more of the original layer output to
pass through unaltered, thereby preserving representational richness. Yet, this increases the
ℓ2-sensitivity, resulting in larger noise magnitudes that may degrade learning performance.

Table 1 illustrates this trade-off using representative examples. With a low threshold (e.g.,
C = 1.0), the original values [2.8, 0.9, 1.5] are clipped to [1.0, 0.9, 1.0], which significantly
limits sensitivity and leads to smaller added noise (standard deviation 0.5), yielding out-
puts such as [1.23, 0.44, 0.95]. In contrast, with a higher threshold (C = 5.0), the same
inputs remain unclipped, but the noise scale increases (standard deviation 2.5), producing
more perturbed outputs like [1.92, 3.21, 0.07].

These examples underscore the need to calibrate C carefully: overly aggressive clipping
sacrifices information, while loose clipping inflates noise and risks performance degrada-
tion.

Table 1: Comparison of Low vs. High Clipping Threshold Effects on Sanitization Output

Parameter Low Threshold (C = 1.0) High Threshold (C = 5.0)
Original Values [2.8, 0.9, 1.5] [2.8, 0.9, 1.5]
Clipped Output [1.0, 0.9, 1.0] [2.8, 0.9, 1.5]
Noise Std. Dev. 0.5 2.5

Noisy Output (Example) [1.23, 0.44, 0.95] [1.92, 3.21, 0.07]
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4.3.3 Regularization with Dropout.

Injecting noise during training can serve a dual purpose: enforcing privacy and acting as
an implicit regularizer. Moderate noise levels introduce variability that discourages the
model from overfitting to specific training instances, thereby improving generalization to
unseen data. However, excessive noise can have the opposite effect—if the model starts to
overfit to noise, treating it as signal, it may achieve low training error while exhibiting poor
test performance.

To mitigate this risk, we apply a dropout layer immediately after the sanitization layer
during training. Dropout is a widely used regularization technique that randomly disables
a fraction p of the units in a layer during each forward pass. This prevents the model from
becoming overly reliant on any particular set of features, thereby enhancing its robustness.

In the context of our method, dropout also affects the sensitivity analysis for differential
privacy. Without dropout, sensitivity is scaled by

√
n, where n is the width of the sanitiza-

tion layer. However, when a proportion p of the outputs are dropped, the effective number
of active units becomes n(1 − p). Consequently, the sensitivity—and thus the required
noise magnitude—is reduced. The noise added to the clipped layer outputs then follows a
Gaussian distribution:

N
(
0, C2σ2n(1− p)

)
,

This adjustment ensures that differential privacy guarantees are preserved while also pro-
moting better generalization during training.

Algorithm 1 outlines the complete procedure for our proposed training approach, inte-
grating noise injection, clipping, and architectural adaptations to ensure differential pri-
vacy with public labels and private features.

Algorithm 1 Differentially Private Learning with Public Labels and Private Features

Require: Sampling ratio q, dropout probability p, sanitization layer width n, clipping
threshold C, noise multiplier σ

Require: Training dataset X
1: Partition X into mini-batches {Bi}mi=1 using sampling ratio q
2: for each mini-batch Bi do
3: Forward propagate the features in Bi up to the sanitization layer
4: for each activation vector x ∈ Bi do
5: Clip activations: x← clip(x,C)
6: Add Gaussian noise: x← x+N (0, C2σ2n(1− p))
7: end for
8: Apply dropout with probability p
9: Forward propagate the sanitized activations through the remaining network layers

10: end for

5 Adaptive Training Techniques

Training a model using Algorithm 1 can lead to situations where the model ceases to im-
prove accuracy over further iterations, and thus it unnecessarily consumes privacy budget.
In addition, prolonged inefficacy in learning may also lead to performance degradation
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due to overfitting. Throughout training, the outputs of the fully connected layers in the
neural network may exhibit a gradual increase or decrease in value, influenced by factors
such as weight initialization, activation functions (e.g., ReLU unbounded positive inputs),
dynamic learning rates, and the application of regularization. The direction and magni-
tude of these changes reflect the network’s adaptation to the training data and optimiza-
tion process. However, when employing static clipping as discussed in Section 4, there is
a risk that all the outputs from fully connected layers may be clipped before sanitization,
as they exceed the threshold C. When repeated over several iterations, this trend results
in stagnant values that can no longer derive useful patterns, thereby preventing effective
learning. We propose two adaptive techniques that address these limitations and improve
the performance of the proposed approach, namely: (1) early stopping and (2) dynamic clip-
ping thresholds.

The early stopping technique introduces a stopping flag mechanism (defined in Section 5.1)
to detect when the model’s learning ability has stagnated, and thus further training offers
no significant benefits. By raising this flag, we can halt the training process, thereby con-
serving the remaining privacy budget and boosting the privacy constraint.

The dynamic clipping threshold approach leverages on changes in the outputs of the sani-
tization layer to perform informed threshold adjustments. Since the weights of any given
layer influence its output, a general increase or decrease in these weights determines a sim-
ilar change in the layer’s outputs, as we discuss in Section 5.2. Our approach inspects the
ℓ2-norm of the weights in the sanitization layer after each epoch and dynamically adjusts
the element-wise clipping threshold C, aligning the clipping threshold with the changing
dynamics of the layer’s outputs throughout training.

Sections 5.1 and 5.2 discuss in details each of these adaptive approaches.

5.1 Early Stopping Condition

Figure 4 reinforces our motivation for devising an early stopping condition. Assuming
the noise magnitude does not change over time (which is the case for our baseline ap-
proach from Section 4) privacy budget consumption increases linearly with the number of
epochs. However, after a certain point, the accuracy no longer improves significantly. For
instance, if one chooses to activate an early stopping flag at epoch 40, the accuracy obtained
is roughly 55% with a privacy budget of 0.8, whereas continuing further until epoch 100
consumes an additional 0.3 privacy budget (an increase of close to 40%) while the accuracy
improves by only 5%.

Next, we introduce our strategy for raising early stopping flags. When all original outputs
of a layer are clipped, resulting in each output being equal to the value C, the standard
deviation and variance after clipping is 0 [27, 28]. Following Algorithm 1, after clipping,
noise is added with a fixed magnitude. Denote the standard deviations of sanitization
layer outputs after clipping and noise as S1 and S2 respectively. Let S3 be the standard
deviation of the noisy outputs. When adding two independent random variables X1 and
X2, each with standard deviations S1 and S2 respectively, the standard deviation of their
sum X3 = X1 +X2 is given by:

S2
3 = S2

1 + S2
2 , (5)

where this relationship arises from the additivity of variances for independent variables,
since the variance of a sum of independent variables equals the sum of their variances [27].
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Figure 4: Motivation for Early Stopping of Training Process

Now, if all values of X1 are clipped, then their standard deviation becomes zero: S1 = 0.
Substituting into the equation above, we get:

S2
3 = 0 + S2

2 = S2
2 , (6)

and hence:

S3 = S2. (7)

Equation (7) shows that the standard deviation of the sanitized output equals the standard
deviation of the injected noise when all outputs are clipped. This results in a constant
standard deviation across all outputs and batches over time. To illustrate this behavior, we
plot in Figure 5 the average standard deviation across batches over time while training on
the CIFAR-10 dataset. We observe that after a certain number of epochs, the value gets to be
almost constant as a result of having all original outputs exceeding the clipping threshold.

We implement an early stop flag mechanism based on the standard deviation trend. Fol-
lowing noise addition at the sanitization layer output, the algorithm computes the average
standard deviation for each batch, and aggregates these values to obtain an average stan-
dard deviation for each epoch. To address outliers that can be incurred in a single epoch,
we consider a sliding window of len consecutive epochs, and determine the standard de-
viation trend within the window. The standard deviation values at the beginning and end
of the window are utilized to calculate the slope γ of an imaginary line connecting these
points. The closer the slope approaches zero, the stronger the indication of a constant stan-
dard deviation. The computed slope is compared to a fixed threshold Ts, and whenever
the current slope falls below the threshold, a flag is raised to signal early stopping.

Figure 5 illustrates the progression of the standard deviation along with the slope lines
connecting the sliding window endpoints for len = 5 (the results shown in the graph are
for the MNIST dataset, please see Section 6 for experimental settings). As observed, flags
are triggered at the terminal epochs when the slope approaches zero. The modifications to
the basic algorithms required to support this behavior are marked in Algorithm 2.
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Figure 5: Computation of Early Stopping Flags

While parameters len and Ts do not directly affect the overall accuracy of the model, they
significantly influence the sensitivity and precision of the proposed stopping condition based
on the standard deviation of layer outputs across training epochs.

The effect of the parameters len and Ts on the behavior of the stopping condition is il-
lustrated in Figure 6. Each subplot in the figure corresponds to a unique combination of
these two parameters, showing the evolution of output standard deviation over 100 train-
ing epochs. Vertical red lines mark the epochs where the stopping condition is satisfied.

Shorter window lengths result in a highly sensitive mechanism that raises multiple early
stopping flags due to transient or local fluctuations in output variability. This behavior,
observable in the top row of Figure 6, indicates that small window sizes tend to overreact
to noise, thus reducing the precision of the stopping decision.

Conversely, longer windows yield smoother slope estimates and fewer stopping events,
improving robustness and ensuring that flags are raised only during genuine periods of
output stabilization. Similarly, smaller slope thresholds enforce stricter convergence crite-
ria and delay flagging, while larger thresholds increase sensitivity but may introduce false
positives by reacting to temporary oscillations.

5.2 Dynamic Clipping Threshold

The output of the sanitization layer is computed as the weighted sum of the input values
plus a bias term, followed by the application of an activation function. Let x ∈ Rv be the
input vector to the layer, W ∈ Rn×v the weight matrix, and b ∈ Rn the bias vector. The
output of the layer, y ∈ Rn, is given by:

y = ϕ(Wx+ b)

where ϕ represents the activation function applied element-wise [29].
The ℓ2 norm of the weight matrix W is a measure of the magnitude of the weights in the

layer, and is given by:
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Figure 6: Effect of window length (len) and slope threshold (Ts) on stopping flags.

∥W∥2 =

√√√√ u∑
i=1

v∑
j=1

W 2
ij

An increase in the ℓ2 norm ∥W∥2 suggests that the magnitude of the weights is increasing.
Since the output y is a function of the product Wx, an increase in the weight norms implies
a potential increase in the magnitude of the output values, assuming the input vector x
remains relatively constant.

If the ℓ2 norm of the weight matrix W increases, the product Wx is likely to yield larger
values, which subsequently affects the output y. Specifically, if ∥W∥2 increases, then:

∥Wx∥2 ≈ ∥W∥2∥x∥2
Given that y = ϕ(Wx + b), larger values of ∥W∥2 lead to larger inputs to the activation
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Algorithm 2 Training with Early Stopping Flags

Require: Sampling ratio q, Dropout ratio p
Sanitization layer width n, Clipping threshold C, Noise multiplier σ, Epoch counter k,
Window length len

Require: Training set X
Sample X into mini-batches Bi for i = 1, 2, ...,m (number of batches)
for batch Bi do

Feed forward the batch till the target layer output.
Si ← 0 Initialize average standard deviation for batch i as 0
for each output x in Bi do
x← clip(x,C)
x← x+ ∼ N (0, C2σ2n(1− p))
Sx ← standard deviation of x

end for
Si ← Average(Sx)
mask← random binary mask with probability p
Bi ← Bi ⊙mask {Element-wise multiplication for applying Dropout}
Propagate noisy Bi forward in the network

end for
sepoch ← Average(Si) {Avg stddev for current epoch j}
k ← k + 1
if k = len then
γ ← slope(sepoch, sepoch−k)
if γ ≤ Ts then

RAISE STOPPING FLAG
k ← 0

end if
end if

function ϕ, thereby potentially increasing the output values. During training, the weights
in W are adjusted to minimize the loss function. These weights can vary in both positive
and negative directions, leading to changes in the ℓ2-norm of the weight matrix ∥W∥2.
Since the weights control the outputs of the layer, an increase in the ℓ2-norm of W may
reflect a corresponding increase in the values of the layer’s outputs. Larger weight mag-
nitudes can lead to larger activation function values, thus monitoring the ℓ2-norm of the
weights is a good proxy for understanding how the outputs of the layer evolve during
training. Figure 7 illustrates how ∥W∥2 changes during training on the CIFAR-10 dataset
(for detailed experimental settings please see Section 6).

Since in our approach we perform element-wise clipping to the sanitization layer outputs,
an increase in ∥W∥2 indicates that all elements are likely to be clipped, if the clipping
threshold C is kept constant. As a result, further learning is impeded. To mitigate this, we
dynamically adapt the clipping threshold as a function of the ℓ2 norm of the weights:

C = t× ∥W∥2

where t is a constant. The pseudocode in Algorithm 3 summarizes the clipping threshold
adjustment process.

The constant t controls how reactive the adaptation of C is to changes in ∥W∥2. Figure 8
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Figure 7: Evolution of ℓ2-norm of W during training

Algorithm 3 Adapting Clipping Threshold Based on ℓ2-Norm of Weights

Input: W : Initial weights
Input: t: Constant for scaling the clipping threshold
Input: E: Total number of epochs
Output: Trained model with adapted clipping threshold
for epoch = 1 to E do

Update weights using private training process
# following two steps are performed on sanitized data (post-processing)
∥W∥2 ←

√∑v
i=1 W

2
i

C ← t× ∥W∥2
Apply the clipping threshold C during next epoch’s training

end for

shows the effect of different values of t on the C values. Larger t values lead to faster C
threshold changes, which prevents the situation where a large proportion of the outputs
are clipped. However, more noise is injected to preserve DP, as the C value is part of the
noise magnitude as discussed in Section 4.2.

A clear trade-off emerges when setting the value of t. Increasing t results in larger values
for C, which in turn leads to a more aggressive increase in the noise magnitude. This can
negatively affect accuracy by introducing excessive noise into the training process. Con-
versely, smaller values of t reduce the noise magnitude but also increase the risk of a higher
proportion of output elements being clipped. This may hinder the network’s ability to cap-
ture certain patterns in the data.

Figure 9 illustrates the model’s performance across training epochs for varying values of
t, using the CNN architecture described in Section 6. The results indicate that moderate
increases in t initially lead to improved performance. However, as t becomes too large, the
model experiences higher levels of noise, which induces overfitting and hinders effective
learning. Consequently, after a few initial epochs, models trained with excessively large t
values fail to generalize and exhibit a significant drop in performance. Therefore, balanc-
ing the value of t is crucial to ensure the noise injection is sufficient to sanitize the model
without compromising accuracy, while simultaneously limiting excessive clipping.

Privacy Discussion. According to the properties of DP-compliant iterative training [9],
the computation invariant states that each iteration ends with a sanitized output, hence the
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Figure 8: Influence of Constant t on Clipping Thresholds

model parameters are safe to disclose after each step. Specifically, the process starts with a
random set of model parameters, hence data-independent and private. At each iteration,
the effect of the input data is clipped and noised using either a gradient-based (in the case
of conventional DP-SGD) or a sanitization-layer based (our case) approach. Our adaptive
threshold algorithm computes the new clipping threshold to be used in iteration (i + 1)
based on the constant t and the model weights computed after step i, which are already
sanitized. Hence, the computation qualifies as post-processing [2] according to DP, and
thus is DP-compliant without requiring additional privacy budget consumption.

Figure 9: Influence of Constant t on model performance during training
Adaptive clipping and early stopping. Earlier in Section 5.1 we introduced an early stop-

ping condition which worked under the assumption that the clipping threshold C is con-
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stant. Specifically, the standard deviation of the added Gaussian noise was given by:

S2 = σ ·
√
n · C (8)

By substituting this expression into Equation (7), it resulted that:

S3 = σ ·
√
n · C (9)

However, when C is dynamically adapted, S3 no longer remains constant, so a new tech-
nique for early stopping must be derived.

Note that, if we replace σ ·
√
n by a constant µ, we obtain:

S3 = µ · C (10)

Since both σ and n are constant, µ is also constant. As a result, S3 becomes a linear func-
tion of C when all output elements of the sanitization layer are clipped. This means that as
C dynamically adapts, the standard deviation S3 will increase or decrease linearly with C.
Our new objective is to devise a new stopping condition that relies on detecting deviation
from linear trends in the standard deviation S3. Same as in the non-adaptive case, we em-
ploy a sliding window of size len epochs. For each window, we fit the standard deviations
across the len epochs to a line, and the slope of this line provides an indication of the rate
of change in S3.

Once the slope is computed for each window, we compare the slopes of consecutive win-
dows. If the difference between the slopes of two consecutive windows falls within a pre-
defined small tolerance parameter τ , we conclude that a linear trend has been detected.
The tolerance parameter τ ensures that minor fluctuations in the slopes do not trigger false
positives, allowing the model to adapt more reliably to the changing values of S3.

This approach allows us to track the behavior of the standard deviation S3 over time and
trigger the stopping flag when a stable linear trend is observed, preventing unnecessary
consumption of privacy budget under excessive output clipping. The overlapping win-
dows help smooth out short-term variations, ensuring that the stopping condition is robust
and reliable. Algorithm 4 shows the pseudocode for early stopping with adaptive clipping
threshold.
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Algorithm 4 Detecting Linear Trend in Standard Deviation

Input: S3: List of standard deviation values over epochs
Input: len: Window size (e.g., 5 epochs)
Input: τ : Tolerance parameter for slope comparison
Input: E: Total number of epochs
Output: stop flag (True or False)

Initialize stop flag = False
Initialize slopes = []
for i = 1 to E − len+ 1 do

current window = S3[i : i+ len− 1]
Fit a line to current window
Compute the slope of the fitted line and store in slopes[i]

end for
for j = 2 to length(slopes) do

if |slopes[j]− slopes[j − 1]| ≤ τ then
stop flag = True

else
stop flag = False

end if
end for
Return stop flag

6 Experimental Evaluation

6.1 Experimental Settings

We evaluated our proposed approach against several prominent benchmarks [13, 22, 11,
10, 23]. Following established practices in the literature, we conducted experiments on two
widely used datasets—MNIST and CIFAR-10—using two representative neural network
architectures: a Convolutional Neural Network (CNN) and a Residual Network (ResNet-
18). Below, we summarize the design of each model.

The CNN is a generic and configurable architecture commonly applied to image classifi-
cation tasks on MNIST and CIFAR-10. Our implementation consists of three convolutional
layers and three max-pooling layers, followed by four fully connected layers forming a
funnel-shaped structure (as described in Section 4.3), ending with an output layer. As dis-
cussed earlier, DP noise is added to the penultimate layer, which acts as the sanitization
layer. During training, a dropout layer is placed before this sanitization layer to mitigate
overfitting and improve robustness to noise. The dropout ratio p is treated as a hyperpa-
rameter that balances the trade-off between noise scaling (via effective sensitivity reduc-
tion) and generalization performance.

The ResNet-18 architecture [30], composed of convolutional and residual blocks, is a deep
residual network widely adopted for image classification tasks. In this model, the saniti-
zation layer corresponds to the output of the Global Average Pooling (GAP) layer—a 1D
tensor with 512 elements. These features capture high-level semantic information, such as
patterns or textures extracted from the image, and serve as the input to the final classifica-
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tion layer.
In the context of image classification, the 512-dimensional tensor in ResNet-18 serves as

a compact, high-level representation of the input image. Each element captures discrimi-
native features that contribute to distinguishing between classes, effectively summarizing
the most relevant visual patterns identified by the network. In our experiments, DP noise
is applied directly to this 512-dimensional output tensor, with n = 512.

6.2 Static Approach Evaluation

We begin by evaluating the privacy protection strength of our approach, which follows
the (ϵ, δ)-differential privacy model with budget accounting handled via the Moments Ac-
countant method. This technique takes as input the noise multiplier (σ), dataset size, and
number of training epochs, and computes the resulting privacy loss ϵ. We explored a range
of noise multiplier values from 1 to 5 and considered multiple settings for δ (commonly set
as the inverse of the dataset size).

For example, on the MNIST dataset with σ = 1 and δ = 10−5, our method incurred a
privacy cost of ϵ = 1.0. Figures 10a and 10b show the privacy budget consumption on
MNIST and CIFAR-10 using the CNN architecture after 100 epochs of training. In most
configurations, our method requires an ϵ value below 0.5—substantially better than several
benchmark methods, some of which consume budgets as high as 1 or even 10. The highest
privacy cost in our setup was ϵ = 1.6, occurring under minimal noise and large δ.

(a) MNIST (b) CIFAR-10
Figure 10: Privacy Budget Consumption for Proposed Approach

We also evaluated validation accuracy under varying sanitization layer widths. Figures 11a
and 11b present the accuracy results for MNIST and CIFAR-10 on the CNN architecture. As
discussed in Section 4.3, increasing the width n of the sanitization layer improves feature
retention and thus accuracy, up to a point. However, since sensitivity scales with

√
n under

element-wise clipping, excessive increases in n lead to larger noise magnitudes, ultimately
degrading accuracy. Our results confirm this trade-off: accuracy improves as n increases
from 10 to 60, but deteriorates beyond that. The optimal range was found to be n = 40–60
for both datasets. Our approach achieved peak validation accuracies of 98% on MNIST and
nearly 60% on CIFAR-10—substantially outperforming conventional DP-SGD. Benchmark
comparisons are provided in Tables 2 and 3.

We also investigated training convergence for both CNN and ResNet architectures. As
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(a) MNIST (b) CIFAR-10
Figure 11: Accuracy with Varying Sanitization Layer Width

shown in Figure 12, both models exhibit stable convergence behavior. For ResNet-18 on
CIFAR-10, we set σ = 1 and clipping threshold C = 0.5, using a batch size of 250. Under
this configuration, the model reached a validation accuracy of 78.37% while satisfying (ϵ =
4, δ = 10−5) after 82 epochs, and 79% with (ϵ = 4.46, δ = 10−5) after 100 epochs. Full
results are shown in Table 4.

(a) MNIST (b) CIFAR-10 CNN (c) CIFAR-10 ResNet
Figure 12: Convergence on CNN and ResNet-18 Architectures

Comparison with Benchmarks. Tables 2, 3, and 4 compare our results with leading bench-
mark approaches across both datasets and architectures.

Conventional DP-SGD [4] underperforms relative to our approach, lagging by approxi-
mately 18% on MNIST and 15% on CIFAR-10. Chen et al. [13], which introduced adaptive
privacy budget allocation across epochs, achieved 90% on MNIST and 45% on CIFAR-10.

With privacy guarantees of (ϵ = 1, δ = 10−5), the DPNASNET approach [22] achieved
97.22% accuracy on MNIST and 52.95% on CIFAR-10. Under identical privacy constraints,
our method outperforms DPNASNET by approximately 1% on MNIST and 10% on CIFAR-
10. A recent adaptive privacy-preserving framework [11] mitigates the impact of noise by
decaying the noise magnitude over time during training. At (ϵ = 1.19, δ = 10−5), it reached
97.7% accuracy on MNIST.

The study in [20] analyzed the impact of different activation functions within DP-SGD,
finding that bounded ReLU and tanh functions yield the best outcomes, with 96.02% ac-
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curacy on MNIST and 44.42% on CIFAR-10 under ϵ = 2.0.
We further evaluated our method on the ResNet-18 architecture and compared results

with recent benchmarks. In [23], ResNet-18 trained with DP-SGD on CIFAR-10 achieved
59.8% accuracy, while their custom SmoothNets model reached 73.5%, though both models
required a high privacy budget of ϵ = 7. Our technique outperforms these models while
maintaining significantly tighter privacy guarantees.

Finally, the ModelMix framework [10] addressed DP-SGD limitations through iterative
perturbation and random aggregation of intermediate models. When tested on CIFAR-10
with ResNet-20, it reached 79.1% accuracy at (ϵ = 6.1, δ = 10−5). Our method achieves
nearly equivalent accuracy with substantially stronger privacy guarantees.

6.3 Adaptive Clipping Evaluation

To evaluate the effect of adaptive clipping threshold C on training accuracy, we perform
experiments on the more challenging CIFAR-10 dataset, with both CNN and ResNet-18 ar-
chitectures. First, we varied the sanitization layer width and investigated its effect on the
model performance for different privacy constraints, as illustrated in Figure 13. The pro-
posed adaptive clipping approach exhibits a similar trend as its non-adaptive counterpart,
namely, increasing the sanitization layer width initially results in higher accuracy, but after
a certain point, the increase in sensitivity caused by the growing layer width leads to an
accuracy drop.

The adaptive approach clearly outperforms the static one for the entire parameter value
range, but the gap closes when the width of the sanitization layer grows very large. This
fact is explained as follows: when sanitization layer width n increases, the sensitivity grows
as
√
n (please see Section 4.3 for details). In the case of the adaptive approach, which

increases the clipping threshold to follow the value distribution, the increased threshold
coupled with higher sensitivity leads to an increase in noise magnitude, in order to satisfy
the privacy constraint. The static approach is subject to the same increase in sensitivity, but
the C threshold value does not increase, so the magnitude of the noise added stays lower.

Furthermore, increasing the sanitization layer also increases the ℓ2-norm of the weights
vector, leading to an increase in the adaptive clipping threshold value, which is computed
as:

C = t× ∥W∥2

This also leads to amplification of the noise magnitude. This effect was particularly pro-
nounced when the sanitization layer is increased to 100 or higher (not shown on the graph),
as nearly all values of ϵ led to the accuracy dropping to a constant 10%. This emphasizes the
critical balance between the noise magnitude and the width of the sanitization layer. Sim-
ply increasing the layer width does not always improve performance, as excessive width
can cause the noise to dominate the results, leading to a significant drop in accuracy.

In our next experiment, we evaluate the effect of the clipping constant t. We consider two
distinct number of training epochs, namely 50 and 100. The results in Figure 14 show that
as long as t is within a certain range it improves model performance, as it leads to a suitable
selection of C values. However, excessive values of t lead to a sharp drop in accuracy, as
low as 10%. This is explained by the theoretical dependency between t and C captured
in Figure 8, where an increase in t leads to larger clipping threshold values, which in turn
cause the noise magnitude to increase dramatically. Figure 14 shows that a value range
of t from 0.05 to 0.1 increases accuracy. With t = 0.2 the amount of noise being added is
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almost double that of t = 0.1 in all training stages, producing accuracy of 51.5% at epoch
50. Additionally, the adaptation causes an increase in the noise magnitude as the training
goes on, triggering a deterioration in the performance with accuracy dropping sharply at
epoch 100 (discussed in section 5.2).

Figure 13: Adaptive Clipping Threshold Approach: Varying Sanitization Layer Width

Figure 14: Adaptive Clipping Threshold Approach: Varying Clipping Constant t

6.4 Early Stopping Evaluation

Early Stopping with Non-Adaptive Threshold C. Using the same setup used in Section 6.2,
we ran experiments on the CIFAR-10 dataset using the early stopping algorithm from Sec-
tion 5.1. Specifically, we measure the model accuracy when stopping flags are raised, and
we also determine the privacy budget savings as a result of early stopping.

We experimented with both the basic CNN and RESNET-18 architectures. Figure 15 il-
lustrates the convergence of the training process on the RESNET-18 architecture, whereas
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Tables 3 and 4 summarize the accuracy results obtained for the CNN and RESNET-18
architectures, respectively.

While training the basic CNN architecture, we set window length len = 10 and stopping
threshold Ts = 1.2e−4. The first flag was reported at epoch 50 with 57.38% testing accuracy
guaranteeing (ϵ = 0.85, δ = 10−5)−DP . This result achieves savings of 0.15 of the privacy
budget compared with the conventional approach that does not employ early stopping.
The recorded drop in accuracy due to early stopping was only 2.62%. For the RESNET-18
case, we set len = 10 and Ts = 1.5e−5, which resulted in the stopping flag being raised
at epoch 30 with 76.80% testing accuracy guaranteeing (ϵ = 2.34, δ = 10−5) − DP . This
achieves savings of 1.66 in privacy compared to the base case without stopping, with an
only 1.57% drop in accuracy.

Figure 15 shows the slight difference in convergence between the two cases (with and
without early stopping). We observe that after 30 epochs, the adaptive version is having
higher accuracy improvement rate resulting from the fewer clipped elements compared
to the original approach. After the first 30 epochs both start to have high convergence
rate but the adaptive version’s rate is slightly slower, having a more pronounced tendency
for improvement than the basic approach. For the RESNET-18 architecture (t = 0.02), the
early stopping approach reached an accuracy of 76.8% with privacy guarantees of (ϵ = 2.34,
δ = 10−5)-DP.

Early Stopping with Adaptive Threshold C In this experiment, we test the revised stop-
ping condition formulation that supports adaptive thresholds (introduced in Section 5.2).
We set the tolerance parameter τ to τ = 2×10−5 for the CNN architecture and τ = 3×10−5

for the RESNET-18 architecture with len = 5. For the CNN architecture, the stopping flag
was first raised at epoch 57. At this point, the model achieved a validation accuracy of
60.33%, satisfying differential privacy with (ϵ = 0.88, δ = 10−5)-DP. Notably, this method
resulted in only a 0.7% decrease in accuracy compared to training without early stopping,
while saving 0.216 in privacy budget. The accuracy obtained matched that of the case with-
out early stopping.

For the RESNET-18 architecture, the stopping flag was raised at epoch 51, with a reported
validation accuracy of 78.9%, satisfying (ϵ = 3.09, δ = 10−5)-DP. The accuracy was just
0.6% lower than the adaptive training without early stopping, but the method saved 1.35
in privacy budget.

Table 2: Comparison with Benchmarks on CNN Architecture - MNIST

Dataset MNIST
Study (ϵ,δ)-DP Accuracy (%)

Chen et. al. [13] ADAPTIVE 90%
DPNASNet [22] (1,10−5)-DP 97.22%

Ayoub et. al. [20] (1.43,10−5)-DP 96.02%
DP-SGD (1,10−5)-DP 80%

Our Study (1,10−5)-DP 98%

7 Conclusion

We proposed a novel approach for differentially private training of neural networks in
settings where the input features are private but the labels are public. Our method intro-
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Figure 15: Effect of Early Stopping Condition with Fixed and Adaptive C

Table 3: Comparison with Benchmarks on CNN Architecture - CIFAR-10

Dataset CIFAR-10
Study (ϵ,δ)-DP Accuracy (%)

Chen et. al. [13] ADAPTIVE 45%
DPNASNet [22] (1,10−5)-DP 52.95%

Ayoub et. al. [20] (2.20,10−5)-DP 44.42%
DP-SGD (1.096,10−5)-DP 45%

Our Study (1.096,10−5)-DP 60%
Our Study
+ Stopping (0.85,10−5)-DP 57.38%
Our Study

+ Adaptive C (1.096,10−5)-DP 61%
Our Study

+ Adaptive C
+ Stopping (0.88,10−5)-DP 60.33%

duces a more flexible alternative to conventional DP-SGD by rethinking where and how to
inject differential privacy into the training process. Instead of applying ℓ2-norm clipping
and adding noise at the gradient level, we perform element-wise clipping and inject noise
at a dedicated sanitization layer within the network. This design choice allows for better
insulation against the impact of outliers and enables more precise control over the privacy-
utility trade-off. We also explored key architectural modifications that further enhance
model accuracy, demonstrating that careful placement of noise and thoughtful network
design can yield substantial improvements in performance under strong privacy guaran-
tees. Additionally, we investigated dynamic approaches for adjusting clipping thresholds
along with private strategies for raising early stopping flags of the training process when
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Table 4: Comparison with Benchmarks on ResNet-18 Architecture (CIFAR-10)

Study (ϵ,δ)-DP Accuracy Model
Xiao et. al. [10] (6.1,10−5)-DP 79.1% ResNet-20

Remerscheid et. al. [23] (ϵ = 7)-DP 59.8% ResNet-18
Remerscheid et. al. [23] (ϵ = 7)-DP 73.5% SmoothNets

Our Study (4,10−5)-DP 78.37% ResNet-18
(4.46,10−5)-DP 79%

+Stopping (2.34,10−5)-DP 76.80% ResNet-18
+ Adaptive C (4.46,10−5)-DP 79.5% ResNet-18

+ Stopping + Adaptive C (3.09,10−5)-DP 78.9% ResNet-18

an accuracy plateau occurs. Extensive experimental results demonstrate that our approach
consistently outperforms existing benchmarks across multiple datasets and neural network
architectures. In future work, we plan to investigate avenues for additional accuracy gains,
through a fine-tuned allocation of privacy budget across learning stages. We also plan to
investigate adaptation of other parameters, such as learning rates.
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